JlaHHbIi T0KyMeHT BerynaeT B ey ¢ 01.03.2026 (oyHKT 4).

3apeructpupoBano B Munrocte Poccun 16 uronst 2025 r. N 82619

OEJIEPAJIBHASA CJIY/KDBA 11O TEXHUYECKOMY U
IKCHOPTHOMY KOHTPOJIIO

IIPHUKA3
ot 11 anmpesas 2025 r. N 117

OB YTBEP)KJIEHUU TPEGOBAHUIA O 3ALLIATE
WH®OPMALIUU, COJAEPKALLENACS B
TOCYJAPCTBEHHBIX UH®OPMAIIMOHHBIX
CUCTEMAX, UHBIX UTH®OPMALIMOHHBIX
CUCTEMAX I'OCYJAPCTBEHHBIX OPTAHOB,
TOCYJAPCTBEHHBIX YHUTAPHBIX MPEANPUSATHIA,
TOCYJIAPCTBEHHBIX YUPEXIEHUN

B cootBercTBUM ¢ yacThio 5 ctatbu 16 denepanbHoro 3akona ot 27 uronst 2006 r. N 149-03 "O6
uHpopMarmy, HHOOPMAIMOHHBIX TEXHOJOTHSIX W O 3ammMTe WHpopManuu', TYHKTOM 2 H
noanyHkToMm 9(1) mynkra 8 [lonoxenus: o deaepanbHON CiIyk0€ M0 TEXHUYECKOMY M SKCIIOPTHOMY
KOHTPOJII0, yTBEepKAeHHOro Yka3oM Ilpesunenra Poccuiickoit denepanuu ot 16 aBrycra 2004 r. N
1085, mpukaspiBaro:

1. VYTBepautre mpunaraembie TpeGoBanus o 3amuTe HHOOpMAIMM, COJCpXKAIICHCT B
rOCyIapCTBEHHBIX  WH(POPMAIMOHHBIX  CHUCTeMaX, MHBIX  HMH()OPMAIIMOHHBIX  CHCTEMax
rOCy/JIapCTBEHHBIX OPraHOB, TOCYAAPCTBEHHBIX YHHUTAPHBIX MPEANPUSATUH, TOCYAapCTBEHHBIX
YUPEKICHUH.

2. [Ipu3HaTh yTpaTUBIIUMHU CUILY:

npuka3z ®CTOK Poccum ot 11 deBpans 2013 r. N 17 "O6 yrBepkaeHun TpeOoBaHMl O 3ammTe
MHpOpPMAIMK, HE COCTaBJISIONICH TOCYJapCTBEHHYIO TaiiHy, COJEpalleiics B TOCyAapCTBEHHBIX
MHpOpPMAIMOHHBIX cucTeMax" (3apeructpupoBan Munioctom Poccun 31 wmas 2013 r,
peructparonsbiii N 28608);

npuka3z ®CTIOK Poccunm ot 15 despans 2017 r. N 27 "O BHeceHun uzMeHeHuil B TpeOGoBaHus 0
3amuTe WHGOpPMAIlMK, HE COCTABIAIONIEH TOCYJapCTBEHHYIO TaiHY, COJAEpIXKaIlleicss B
rOCyJJapCTBEHHBIX WH(POPMAIIMOHHBIX CUCTEMAX, YTBEPKICHHBIE MpUKa3oM DenepaabHON CITyKObI
M0 TEXHUYECKOMY U IKCIOPTHOMY KOHTpoito oT 11 despans 2013 r. N 17" (3apeructpupoBan
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Muntoctom Poccun 14 mapta 2017 1., peructparmonnsiii N 45933);

npuka3z @CTIK Poccun ot 28 masg 2019 . N 106 "O BHeceHun u3meHeHuit B TpeOoBaHMS O 3alIUTe
MHpOpPMAIMY, HE COCTaBJISIOMICH TOCYJapCTBEHHYIO TaiiHy, COJEpIalleiics B TOCYyAapCTBEHHBIX
MH(GOPMAIIMOHHBIX CHUCTEMaX, YTBEPKIECHHBIC MpUKa3oM DenepalbHON CIyKObI 0 TEXHUYECKOMY
1 3KcopTHOMY KOHTpouto oT 11 despansa 2013 r. N 17" (3apeructpupoBan Muntoctom Poccun 13
centsops 2019 r., peructpaunonnsiii N 55924);

npuka3 @CTOK Poccun ot 27 anpens 2020 r. N 61 "O BHecenun usmenenus B npukaz @CTOK
Poccun ot 28 mast 2019 1. N 106 "O BHecennn usmeHenuit B TpeboBanus o 3anmre HHGOpMAIIHY,
HE  COCTaBJIIOIIEH  TIOCYJAapCTBEHHYIO  TaiHy, COJEpXKalleldcs B  TOCYJapCTBEHHBIX
MH(QOPMAIIMOHHBIX CUCTEMAX, YTBEP>KICHHbIE ITpHKa3zoM DenepanbHON CIykKObl 10 TEXHUYECKOMY
1 SKcIopTHOMY KOHTpoutto oT 11 derpans 2013 r. N 17" (3apeructpupoBan Muntoctom Poccun 12
mas 2020 r., peructpanuonnsiii N 58322);

IOYHKT | U3MeHeHuM, KOTopble BHOCATCS B TpeOoBaHus 0 3amuTe WHOOPMAITUU, HE COCTABIISIONMIEH
rOCYJJapCTBEHHYIO TaiiHy, COJepXalleiics B TOCYJapCTBEHHbIX HH(OPMAIIMOHHBIX CHCTEMaXx,
YTBEpKJCHHbIE MpHuKa3zoM DenepanbHON CIyk OBl M0 TEXHUYECKOMY M HKCIIOPTHOMY KOHTPOJIIO OT
11 depans 2013 r. N 17, u B TpeboBanus 1o obecrieueHHI0 06€30MaCHOCTH 3HAYMMBIX 0OHEKTOB
KpUTHUYECKOW HH(pOpMAIMOHHON uHpacTpykTypbl Poccuiickoit denepaunu, yTBEpKICHHBIC
npukazoM PenepanabHOM CITyKObI 0 TEXHUUECKOMY M SKCIIOPTHOMY KOHTPOJItO OT 25 nekalps 2017
r. N 239, yrBepxkaennbix mnpukazom DOCTOK Poccum or 28 aprycra 2024 1. N 159
(3apeructpupoBan Muntoctom Poccun 24 oktsa6ps 2024 1., peructpanuonssiii N 79900).

3. yCTaHOBI/ITL, YTO aTTECTAaTbl COOTBCTCTBUA HAa I'OCYHAPCTBCHHBIC I/IH(i)OpMaI_II/IOHHLIC CHUCTEMBI U
HUHBIC I/IH(l)OpMaLII/IOHHLIe CHUCTCMBbI, BbIAAHHBIC 1O AHA BCTYIUJICHUA B CHJIY HACTOALICTO IMPpHKA3a,
CUHUTAKOTCA I[CﬁCTBI/ITGJIBHBIMI/I.

4. Hacrosmumii npuka3s BcTynaer B cuity ¢ 1 mapra 2026 1.

Jupexmop
DeodepanvHoul cysHcObL NO MEXHUYECKOMY
U 9KCNOPMHOMY KOHMPOTIIO

B. CEJIMH

VYTBEP)K/[EHBI
npuxazom PCTIK Poccuu
om 11 anpens 2025 2. N 117

TPEBOBAHUSI O 3ALIMTE UH®OPMAIINH,
COAEPKAIIEUCSH B I'OCYAAPCTBEHHbBIX
NHOOPMAINMOHHBIX CUCTEMAX, UHbBIX
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UH®OPMAIIMOHHBIX CUCTEMAX
TOCYJIAPCTBEHHBIX OPTAHOB,
TOCYJIAPCTBEHHBIX YHUTAPHBIX IPEJANPUSITUN,
TOCYJIAPCTBEHHBIX YUPEXXJIEHUMN

|. O0mue moj1oKeHU s

1. TpebGoBanus o 3ammre MHPOPMAIMH, COAECp)KAIIEWCS B TOCyJapCTBEHHBIX HH(DOPMALMOHHBIX
cucTeMax, WHbIX HH(QOPMAIMOHHBIX CHCTEMaX TOCYAapCTBEHHBIX OpPraHOB, T'OCYIAapCTBEHHBIX
YHUTApHBIX NPEANPUATHHA, FOCyIapCTBEHHBIX yupexaeHui (nanee - TpeOoBaHMs), MPUMEHSIOTCS
JUIsT 00eCTIeYeHHs 3alUThl (HEKpUNTOrpadhUIeCKUMH METOJIaMK) WH(OpMAaIiU, MpeaoTBpalIeHUs
HECAHKIIMOHUPOBAHHOTO JOCTyNa K WH(OpPMAalUH, CHEUUAIBHBIX BO3JCHCTBUH Ha WH(POPMAIHIO
(Hocurenu wuHGpOpMALMM) B LEISAX €€ J0ObIBaHMS, YHUUTOXKEHMs, HCKaKEHUs, OJIOKMPOBaHUS
Joctyna K uHGOpMaluu, cojepkauleiicss B (YHKIMOHUPYIOLIIMX Ha TeppuTopuu Poccuiickoi
denepany TOCYAapCTBEHHBIX MH(POPMAIMOHHBIX CHUCTEMaX, MHBIX WH(POPMAIMOHHBIX CHUCTEMaXx
rOCy/JapCTBEHHBIX OPraHOB, T'OCYAAPCTBEHHBIX YHHMTAPHBIX NPEANPUATHN, TIOCYJapCTBEHHBIX
YUpEXKIeHUH (1ajee COOTBETCTBEHHO - 3allluTa MH(pOpMaIy, THPOPMALIMOHHBIE CUCTEMBI).

2. B ciydae mepenauu U3 TOCYJapCTBEHHOM MH(POPMALMOHHOW CHCTEMBI WH(POpPMAIMU, JOCTYII K
KOTOpPOW OrpaHMYeH B COOTBETCTBUM C 3aKOHOjaTeslbcTBOM Poccuiickoit ®enepauuu (nanee -
uHpOpMaIMs OTPaHUYEHHOTO JOCTyIa), MHPOPMALMOHHAS CHCTEMa, B KOTOpPYIO IepelraeTcs
uHpOpMaMs OTrpaHWYEHHOTO JIOCTYyMa, JMOJDKHA COOTBETCTBOBATh TPEOOBAHMSAM O 3aluTe
WHOpPMAINHY, YCTAaHOBICHHBIM B COOTBETCTBUH C YacThio 5 ctathil 16 denepanbHOro 3akoHa ot 27
utong 2006 r. N 149-®3 "OO6 unbpopmanyu, HHPOPMALMOHHBIX TEXHOJOTHUSX U O 3alluTe
nadopmanuu" <1>. CoctaB nepenaBaeMoil HHGpOpMaIIUKA OTPaHUYEHHOTO JOCTYTIA, TSI €€ 3alUThI
U YpOBEHb 3alIMIIEHHOCTH B COOTBETCTBUM C TpeOOBaHMSMHU JOIDKHBI YCTaHABIMBATHCA
obnagareneM MH(pOpPMaLUK, 3aKa3YMKOM, 3aKJIIOYMBIIUM KOHTPAKT Ha CO3aHue MH(POPMALMOHHBIX
CHCTEM, ONepaToOpoM MH(POPMALIMOHHBIX CUCTEM (Aajiee - onepartop (o0nagarens HHPOpPMAIUH).

<1> Yacrtsp 8.1 cratbu 14 denepanphoro 3akoHa ot 27 uronsg 2006 r. N 149-D3 "O6 urpopmanmu,
MH(GOPMAIIMOHHBIX TEXHOJIOTUAX U O 3aIuTe nHbopManuu'.

3. B MyHHMIUNANhHBIX WHPOPMAIMOHHBIX CHCTEMaxX 3amuTa WHPOpMAIMH OOECIeUnBaeTCsS B
COOTBETCTBUU ¢ TpeOOBaHUSMHU, €CIM HHOE HE YCTAaHOBIEHO 3aKOHOJATENhCTBOM Poccuiickoii
denepauuu.

4. Tlpu oOpaboTKe W XpaHEHMH B HWH(POPMALMOHHBIX CHUCTEMax HH(OpPMALWHU, COJCpKAIICH
CBEJICHUsI, COCTABIIIIOIIME TOCYJAapCTBEHHYIO TaiHy, e€e 3alMra JO0DKHa o00ecreuyuBaThCsl B
COOTBETCTBUU C TPEOOBAHUAMHU MO TEXHHUUYECKOW 3aIIuTe MH(GOPMAIMH, COACp)KaIlei CBelIeHHS,
COCTABJISIFOLIME FOCYJaPCTBEHHYIO TallHy <2>.

<2> Tloamynkt 9(1) nmynkra 8 Ilonmoxenus o DexepanbHON cHyk0e MO TEXHHUECKOMY H
SKCIOPTHOMY KOHTPOJIO, yTBepxkIeHHOro Yka3zom llpesunenta Poccuiickoit @enepauuu ot 16
asrycta 2004 r. N 1085 (manee - [Tonoxenune o ®CTIK Poccun).
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5. Tlpu oOpaboTke B HMH(POPMAIMOHHBIX CHUCTEMax HMH(OpMAaIUU, COJAEp)KaIleld IEPCOHAbHbBIC
JAHHBIE, TOJKHBI IPUMEHATHCS TpeOoBaHus K 3aIIUTe TePCOHANBHBIX TaHHBIX MPU UX 00pabOTKe B
MHPOPMAIIMOHHBIX ~ CHUCTEMaxX IEpPCOHANbHBIX JAHHBIX, YTBEP)KACHHbIE IOCTaHOBJICHUEM
[TpaBurenncrBa Poccuiickoit @eneparun ot 1 Hosi6pst 2012 1. N 1119, u TpeGoBanusi.

6. B ciywae ecnm uH(pOpMAnMOHHAs CUCTEMa SIBISETCS 3HAYUMBIM OOBEKTOM KPUTHUECKOU
uHpOpMaIMOHHON UHPpacTpykTypbl Poccuiickoii ®enepauuu, 3ammra cojepxalieiics B Hel
uHpOpPMAIMK J0JDKHA 00ECTIeYMBATHCSI B COOTBETCTBMM C HOPMATHBHBIMU TPABOBBIMH aKTaMH,
NPUHATBIMU Ha OCHOBaHUM cTaThk 6 PexnepanbHoro 3akoHa ot 26 urong 2017 r. N 187-®3 "O
0e30macHOCTH KpUTHYECKOH HH(popMannoHHOW uHpacTpykTypel Poccuiickoit denepammu’, u
TpeboBanusIMU.

7. B ciydae ucnosib3oBaHMs JUIS 3allUThl MH(OpMAIMM, cojaepikalieiicss B HH(GOPMALMOHHBIX
cucteMax, IMHUPPOBATbHBIX (KpUOTOrpadUUECKUX) CPEICTB 3alUThl HMH(POPMAIMH  JIOJKHBI
NPUMEHSTHCS TpeboBaHMA O 3aumTe nHpopmarmu, ycraHosiaeHHble @Ch Poccun B cooTBeTCTBUM C
yacTeio 5 cratbu 16 ®depepanbHoro 3akoHa oT 27 wutonst 2006 r. N 149-03 "O6 undpopmarmy,
MH(POPMAIIMOHHBIX TEXHOJOTHX U 0 3auure nHpopmarmu", u TpeboBaHus.

8. @OyHKIIMOHUPOBAHUE MH(POPMALIMOHHBIX CHCTEM Ha 6aze
UH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON HMHQPPACTPyKTypbl <3> HOMyCKaeTcss MpH YCIOBUH
3aIUTBl  MH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON ~ MH(PACTPyKTYphl B  COOTBETCTBHH C
TpebGoBaHusIMU.

<3> [yskr 3 Ilonoxenus o6 yuyere WT-akTUBOB, HUCHOJB3YEMBIX JJSI OCYIIECTBICHHS
JEeSITEPHOCTH 10 HU(POBOH TpaHChOpPMAIMH CUCTEMBI TOCYJAPCTBEHHOTO (MYHHIUITAIHLHOTO)
YIpaBIIEHUs, yTBEPXKIEHHOro noctaHosieHueM IIpasurenscrBa Poccuiickoit @enepanyu ot 1 uromns
2024 r. N 900.

9. Onmeparop (oOmamatens uWHGOPMAIMU) TOJKEH OOECNeuMBaTh 3allUTy WHPOpPMAIMH B
cOOTBeTCTBUU ¢ TpeboBaHMAMU Ha BceX CTaausAxX (dTamax) oOpaboOTKu M XpaHeHHs] WHPOpMallny,
CO3JaHMd UM pa3BuUTH (MOAEpPHM3ALMM), DOKCIUIyaTallud M BBIBOJA M3  AKCIUTyaTallUH
MHPOPMAIIMOHHBIX CHUCTEM B paMKax (YHKUWH, BBINOJHIEMBIX HMH B COOTBETCTBHU C
®enepanbHbM 3akoHOM OT 27 umtons 2007 r. N 149-®3 "O6 undopmanuu, MHGOPMALMOHHBIX
TEXHOJIOTUAX U O 3aIuTe HHopManuu'.

10. Omepatop (obnamarenr wuH(MOpPMANUK) JOHKEH oOO0OECHeurBaTh 3allUTy HH(DOpMAIH,
oOpabaTeiBacMyt0 B HH()OPMAIIMOHHBIX CHCTEMaX, B ETISAX:

a) HeOMyIeHUs (CHUKCHHSI BO3MOXKHOCTH) HACTYIJICHUSI HETATUBHBIX MOCJIEACTBUI (COOBITHI) OT
HApYIICHUS KOH(DHUIEHITMAILHOCTH, IIEJIOCTHOCTH, IOCTYITHOCTA MH(pOpMAIUH (j1anee - HapylIeHHue
6e3omacHOCTH UHPOPMALIUN);

0) HemomyIIeHUs (CHUKEHHUS BO3MOXKHOCTH) HACTYIUICHHSI HETaTHUBHBIX MOCTEICTBUI (COOBITHI) OT
HapymieHus:  (YHKIMOHMPOBaHMS  HMH(GOPMALMOHHBIX  CHCTEM  BCJIEJACTBUE  pealH3aluu
(BO3BHMKHOBEHHS) yIpo3 06€30MmacHOCTH UH(OPMAIIHH.

11. Omnepatop (oOnamatens WHGOpPMAIMK) JOJDKEH OIMPENSNIUTh LeNU 3allUThl MUH(GOpMAIH B
3aBUCHMOCTH OT OXKHJAEMBIX PE3yJIbTAaTOB OT IPOBEICHUS MEPONPHUSATHN M MPHUHATHI MeEp IO
sammre wWHpopMmarmu. HeratuBHble TOCHENCTBUS (COOBITHSI) OIPEACTSIOTCS  OIEPaTOpOM
(obnmamateneM uHGpOpPMalKMU) HAa OCHOBE HH(pOpMaIMM, coiepxaiieiics B OaHKe NaHHBIX YTPo3
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oe3onacHoctu uHpopMmanmu DCTIK Poccunm <4>. TlocpeacTBOM BBITIOJHEHUS OIMEPATOPOM
(obnagareneM nHbopMalMK) 3a7a4 3alUTHl HHGOPMAIIUHU JTOJKHBI OBITh JOCTUTHYTHI LI€TH 3aIIUTHI
UHGOpPMAIIHH.

<4> [Tonmyskr 21 mynkra 8 [Tonoxenns o ®CTIOK Poccun.

12. TpeOoBaHWsI HE pacHpOCTPaHSAIOTCS HAa HHYOPMAIMOHHBIC CHUCTEMBI AJTMUHUCTPAIIUU
[Ipesunenra Poccuiickoit ®enepanuu, anmapara Cosera bezonacHoctu Poccuiickoit denepanuu,
®enepanpHoro CobOpanus Poccuiickoit ®enepanmn, Anmapara [lpaBurensctBa Poccuiickoi
@enepanyn, KoncrutyumnonHoro Cyna Poccuiickoit ®enepaunn, BepxoHoro Cyna Poccuiickoit
Qenepan, a TakXke Ha HUH(DOPMAIMOHHBIE CHUCTEMBl TOCYJApPCTBEHHBIX  OPraHOB,
OCYIIECTBIISIOIINX pa3BeIbIBATEIHLHYIO u KOHTppa3BeIbIBATEIHHYIO NESTEHHOCTbD,
WHPOPMAIIMOHHBIE CHCTEMbI, OOCCIICUMBAIOIINE YIPABICHUE BOOPYKEHUEM, BOCHHOW U
CIIELIMAIBHON TEXHUKOM.

1. Opranuzanus n1esiTeJJbHOCTH 1O 3a1UTe HHGOpPMAIMU 1
ylpaBJ/ieHHE TaAHHOU eATeJIbHOCTHIO

13. Omnepatop (o6mamatens WHGOPMALMK) AOTKEH OPTaHU30BBIBATH JEATEIBHOCTh IO 3aIHUTE
WHPOPMAIIMU U YIIPABISTH €10 B COOTBETCTBHH ¢ TpeOoBaHUAMMU.

14. Opranu3zaius AeSITeTLHOCTH IO 3aIIUTe HHPOPMAIUH T0JDKHA BKITIOYATh:
a) pa3paboOTKy M YTBEPKICHHE MOJTUTUKH 3alIUThl HH()OPMALIUHU, COAepIKaIIel B TOM YUCIIe:

o0JIacTh JCWCTBUS TOJUTHKH, BKIIIOYas TepedeHb HH(OpManuy, WHPOPMAIMOHHBIX CHCTEM,
KOMIIOHEHTOB MH(OPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHONW MHPPACTPYKTYPHI, MOAJESKAIINX 3aILUTE
B COOTBETCTBUU ¢ TpeOoBaHUIMY;

LIEJIN ¥ 3a/1a44 3alUThl HH(OpMaLNY;
MIPUHLIMIIBI 3aIIUTHl HHPOpMAIHY;

nepeuyHr OOBEKTOB 3alIWThl, BKJIIOYAs IPOTPAaMMHBIC, IPOrPaMMHO-AIIapaTHBIE CPENCTBA,
MH(POPMAIMOHHBIE CUCTEMBI, CeTH u MIOJICETH, oOpa3yrorue
MHPOPMAIIMOHHO-TEJIEKOMMYHHKAIIMOHHYI0 HHPPACTPYKTYypY;

KaTeropuu JIMI, Y4YacTBYIOIIMX B 3amure uHpopManuu, HuX 00a3aHHOCTH ((yHKUMH) U
MTOJTHOMOYHSI;

COCTaB OpFaHI/IBaHHOHHOﬁ CUCTCMBI YIIPABJICHUA NCATCILHOCTHIO IO 3alIUTC I/IH(I)OpMaLII/II/I " CXEMY
B3aHMOﬂeﬁCTBHH €€ DJICMCHTOB,

OTBETCTBEHHOCTh paOOTHMKOB 3a HapylleHue TpeOoBaHMIl O 3aummre UHPOpPMALMU U
YCTaHOBJIEHHBIX oniepaTopoM (oOnagareneM uHbopMaiyn) npaBuii 00paboTku HHPOPMALINY;

0) ompeesieHue JuLl, OTBETCTBEHHBIX 32 3aIIUTy WHPOpMALINY;

B) IMPUMCHCHUC NIPOTrPAMMHLBIX, IMIPOrPpaMMHO-ANIapaTHLIX CPCACTB, IPCAHA3HAYCHHBIX JJIS1 3allIUThI



UHpOpMAIHH;

') pa3paboTKy U yTBEpXkJIEHHUE BHYTPEHHUX CTAHIAPTOB IO 3alIMTe MH(OpMALNU, COAEPKAIIUX B
TOM YHCIIE:

TpeOOBaHUS K TEPBUYHOM HIACHTH(PUKAIMU UL, OONAJaroIUX MpaBaMU JOCTyma K
WHPOPMAIIMOHHBIM CHUCTeMaM U (WJIH) colepiKaileiicss B HUX MH(POPMAIMUA M MX HCIIOJIb30BAHHIO
(manee - mMOJIBL30BATENN);

TpeOOBaHMUS K IPUMEHSIEMBIM MOJICIISIM JIOCTYTIA TI0JIb30BaTeIIeH;
MepeueHb Pa3penieHHOTo U (MJTH) 3alpenIeHHOTO IS HCIIOJIb30BaHUS IIPOTPAMMHOTO 00eCIICUCHHUS,

TpeOOBaHUS K TUIOBBIM KOH(QUTYpalUsIM U HACTPOHKaM IMPOrpPaMMHBIX, POTrpaMMHO-aNMapaTHbIX
CPEICTB;

TpeboBaHUsl K KOH(UTYpaIMsIM U HACTPOHKAM MPOrPaMMHBIX, MPOTPAMMHO-ANMApaTHRIX CPEJCTB,
NpeJHAa3HAYCHHBIX Ui OOECIIEYeHUsT JOCTYIa IMOJb30BaTeNeil M3 HMH(MOPMAIMOHHBIX CHUCTEM K
nH(})OpPMaIMOHHO-TEIEKOMMYHHUKAaIIMOHHOM ceTH "MHTepHeT" (manee - cetb "MHTEepHET");

TpeboBaHUs K KOH(UTYpAIMsIM U HACTPOHKAM MPOrPaMMHBIX, IPOTPAMMHO-aNMapaTHRIX CPEICTB,
MpeHAa3HAYCHHBIX Ui OOECTICYCHHsT YTAJIICHHOTO IOCTYIa IOJIb30oBareied K HH()OPMAaIMOHHBIM
CHUCTEMaM M COJIEpIKaIlelcss B HUX WH(OpMaIUY, BKIIFOYasi TpeOOBaHUS K 00CCIICUCHHIO OS30TIaCHOM
TUCTAHIIMOHHOU PaboTHI;

OrpaHHU4YCHUST H 3aIlPCThI ILGI\/'ICTBI/II\/‘I JJIA MoJIb30BaTeNne Ipu HCIOJIb30BAHUHN U obecneueHun
OKCILTyaTalluid MU I/IH(i)OpMaIII/IOHHI)IX CHUCTEM,

TpeboBaHusl K 3amuTe (GU3NYECKUX M BUPTYAIbHBIX YCTPOHCTB HH(YOPMAIMOHHBIX CHCTEM,
MMEIOIINX IMOCTOSHHBIN T0CTyN K ceTH "MHTepHeT" (nanee - KOHEYHbIE YCTPONCTBA);

TpeboBaHUS K 3alIMTe MOOWIBHBIX YCTPOWCTB, IUIAHIIETHBIX, TMEPEHOCHBIX KOMIIBIOTEPOB,
MPUMEHSIEMbIX TOJb30BATEISIMU JUIsl IOCTYNa K MH(POPMALMOHHBIM CUCTEMaM (32 HCKIIIOUEHUEM
MOOHMJILHBIX YCTPOMCTB, NpPEIHA3HAYCHHBIX JUIS JocTyma K caitam cern "WMHTepHeT" W WHBIM
myOJITMYHBIM BeO-pecypcam) (ajee - MOOMITbHBIC YCTPOICTRA);

TpeOOBaHUS K HEMPEPHIBHOCTH (DYHKIIMOHUPOBAHHS HHPOPMAIIMOHHBIX CHCTEM;

TpeOOBaHUSI K pPE3EPBHOMY KONMHMPOBAHUIO HH(OPMAIUH, MPOTPaMMHOIO OOECHeueHHss U €ro
KOH(UTypanuii;

TpeboBaHMs K COOpY, PETUCTPALNH M aHAIN3Y COOBITHH, CBSI3aHHBIX C BO3MOXKHBIM HapyIICHHUEM
6e3omacHocTH MHGOpPMAIMH, HapylIeHHeM (QYHKIMOHUPOBAHUS HHPOPMAIMOHHBIX CHCTEM,
peaymzanueii yrpo3 6e3onacHocTH HHGOpMaNuu (J1anee - COOBITHS OS30TaCHOCTH);

TpeboBaHusl K 3amuTe WHPOPMAIUHU MPU MOIKIIOYEHUH K WHGOPMAIMOHHBIM CHUCTEMaM MHBIX
WHPOPMAIIMOHHBIX CHCTEM, BKIIOYas TpeOOBaHWS K KaHalaM Tepelavyd JaHHBIX [pH
B3aMMO/JICHCTBUM C TAKUMH HH(OPMAIIMOHHBIMU CUCTEMAMU;

1) pa3paboOTKy U yTBEpKJIEHHE BHYTPEHHHUX PETJIaMEHTOB 110 3aluTe HHPOPMAILMHU, COEpKAIUX B
TOM 4YHCJIE:

MOPSAJIOK CO3aHHUs, yUeTa, U3MEHEHUS U OJIOKUPOBAHMS, KOHTPOJIA, yAaJCHUs YUETHBIX 3alnCei;

MOopAAOK CO3JaHuA, yue€Ta, USMCHCHHUA U 6J'IOKI/IpOBaHI/I$I, KOHTPOJIS, YAAJICHUA IIPUBUIICTUPOBAHHBIX
YUYCTHBIX 38.1'[I/ICCI71;



NOPSAOK CO3JaHMs, HM3MEHEHHUs, OJOKHPOBAHUS, KOHTPOJs, YyJIAJEeHUs ayTeHTH(PUKAIMOHHOM
MH(POPMAIIUU U CPEICTB Ay TeHTU(UKALIHN;

MOPSZOK MPETOCTABICHHUS TIOJIb30BATENSAM yIAIEHHOTO JOCTYIa K MH()OPMAIMOHHBIM CHUCTEMaM |
coJiep Kamieiicss B HUX WHGOpPMAInH;

MOPSAIOK U YCIIOBUSL TMPENOCTaBlIeHUS PAOOTHHKAM TMOJPSAHBIX OpraHu3aliii J0oCTyma K
WHPOPMAIIMOHHBIM CHCTEMaM, COJepKalieicss B HUX uWHPopManuu, W (WIH) Mepeaadyd UM
uHbOpMALIUY, KOHTPOJS 3a TaKUM JOCTYNOM, MepeAadell B ciaydyae MPUBICYCHHS IMOAPSIHBIX
OpraHu3alIN;

MOPSIJIOK TIPEIOCTABIICHUS pa0OTHUKAM HMHBIX TOCYJIAPCTBCHHBIX OPTaHOB, OPTaHHU3AIMNA JOCTYyTa K
WH()OPMAIIMOHHBIM CHUCTEMaM, CcoJiep)Kamelcs B HuUX HHbopManuu W (WIK) Tepenadyd UM
uHOpPMAIIMM W KOHTPOJSI 3a TaKWMHU JOCTYNOM, TNepernadedd (B ciaydae HH(DOPMAIMOHHOTO
B3aMMO/ICHCTBUS C MHBIMHU IOCYJapPCTBEHHBIMHU OpraHaMU, OpTraHU3aIusIMN);

MOPSAJIOK TMPEJOCTaBICHHUA TMOJb30BATENSIM JOCTyNa M3 HH(DOPMAIMOHHBIX CHUCTEM B CETb
"MHTEepHET" 1 KOHTPOJIS €€ UCTIOb30BaAHMUS;

NOPSZAOK TIOBBIILIEHUST YpPOBHA 3HAaHMM M WMHGOPMHPOBAHHOCTU II0JIb30BATENCH MO BOMpOCaM
3alUThl UH(OPMAITUH;

MOPSZIOK BBISIBIICHUS, OICHKH W YCTPaHEHHs YsI3BUMOCTeH HH(OPMAIMOHHBIX CHUCTeM (nanee -
yIpaBJICHUE YA3BUMOCTAMH);

HOPSAOK TOJYYEHMs, OLEHKH, TECTHUPOBAaHUS M NPUMEHEHHS OOHOBJIEHHUH NPOTrpaMMHBIX,
IPOTrpaMMHO-aNIMapaTHBIX CPEJICTB (Jajiee - yrpaBiieHHe OOHOBICHUSIMH);

MOPsIIOK 00pabOTKH, XpaHEHUsI U oOpareHus: ¢ HGOPMAIMEe OTrpaHUYCHHOTO JIOCTYTIA,
nopsAoK obecrieyeHns: (pU3nIecKor 3aluThl UHPOPMAIIMOHHBIX CHCTEM;

MOpsSIIOK ~ pa3paboTKu  0€30MacHOro  MPOTpaMMHOTrO — ofecriedeHus: <5> B cllydae €ro
CaMOCTOSITEIFHOM pa3pabOTKu omneparopom (obagaTenemM HHGOpMAIUH);

<5> [lyukt 3.2 HaumoHansHOTO cTanaapra Poccuiickoit @enepanu 'OCT P 56939-2024 "3ammura
uHpopmanuu. PazpaboTka Oe3omacHOro mnporpaMMHOro obOecrneuenus. OOmme TpeOoBaHus",
YTBEPXKJICHHOTO U BBEJCHHOTO B JeicTBHE Tpuka3zoM Poccranmapra ot 24 oktsabps 2024 r. N
1504-ct (M., ®I'bY "PCT", 2024) (nanee - TOCT P 56939-2024).

NOPSAOK BBIBOJA B KOHTYpP IPOMBIIIJIEHHOM SKCIUTyaTallud CEpPBHCOB, AOCTYI K KOTOPBIM
OCYILIECTBIISIETCS C UCNOJIb30BaHUEM ceTu "MIHTepHeT", B ciiyyae HaJIM4Msl TAKMX CEPBHUCOB;

TIOPSITOK MOHUTOPHHTA HH(POPMAITMOHHOM 0€301acHOCTH <6> HH(POPMAITHOHHBIX CUCTEM;

<6> [lynkt 3.7 HanmonansHOTO cTanaapra Poccuiickoit @enepammu 'OCT P 59547-2021 "3ammra
uapopmammu.  MoHuTOpuHT  WHPOpMAIMOHHOW  OezomacHocTu.  OOmmMe  monoxeHws',
YTBEP>KICHHOTO U BBEIEHHOTO B JeicTBue mpukazoMm Poccranmapra ot 27 urons 2021 r. N 656-ct
(M., ®I'BY "PCT", 2021) (manee - TOCT P 59547-2021).

MmopAAOK  BOCCTAHOBJICHUA  IITATHOTO Q)y}H(LII/IOHI/IpOBaHI/IH I/IH(l)OpM AllMOHHBIX CHCTEM H
TECTUPOBAHU TPOLUECCOB BOCCTAHOBJICHHA



MOPSAZIOK KOHTPOJISI YPOBHS 3alIMIIIEHHOCTH WH(POpPMAIUHU, COAeprKalieics B HHPOPMAIIMOHHBIX
CHCTEMax;

€) BBIJCIICHHE OPTaHU3AIMOHHBIX, TEXHHYECKUX M WHBIX PECYpPCOB, HEOOXOAMMBIX JUISl 3aIUTHI
UHpOpMAIHH.

15. I1pu pa3paboTKe MOTUTHKH 3aIIUTHl HHOOPMAITUH TOJKHBI YYUTHIBATHCS BCE MH(OPMAIIMOHHBIC
CUCTEMBI orepaTtopa (obnagarens uHpOpMaIHN), a TaKxe
MH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHAsT HH(PACTPyKTypa, €clii HUH(POPMAIOHHBIE CHUCTEMBI
GYHKIIMOHUPYIOT Ha 6a3e MHPOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON HHppacTpyKTyphl. [TonmuTtruka
3alUThl UHPOPMALMK YTBEPXKAAETCsl PyKOBOAMTENEM omeparopa (obnazatens MHGpOpMAaLUU) WIn
YIIOJITHOMOYEHHBIM PYKOBOJUTEJEM omeparopa (oOmamarenss wHdoOpMaruu) JuioM (gaiee -
OTBETCTBEHHOE JIMII0) U 00s3aTesibHa JUIs MCIOJHEHUs BCEMH IMOJpa3JeeHUusIMU (pabOTHUKAMU)
orepaTtopa (obsagaresnss HHPOPMAIIMU) B YACTH, X KaCAFOIICHCS.

16. Opranuzaiuu, KOTOPbIM NPEIOCTABISIETCS AOCTYN K MH(MOPMAIMOHHBIM CHCTEMaM olepaTropa
(obnmamatenss mHpopManmu) U (MIM) coAepiKamieiics B HUX HH(POpPMALWU JUIsl OKa3aHUS YCIYT,
npoBeeHus paboT Mo 00paboTKe, XpaHEHUI0 UH(OPMALUK, CO3/1aHUI0 (Pa3BUTHIO), 0OECIICUEHUIO
HKCIUTyaTallul WH(GOPMAIIMOHHBIX CHCTEM, a TAaK)Ke JUIS BBIMOJIHEHMS PaboT, OKa3aHHs yCIyr MO
3ammre wuHboOpManMM (Janee - TOAPSAAHBIC OpPraHU3alMu), JOJDKHBI OBITh O3HAKOMJICHBI C
MOJTUTUKOMN 3aIIUTHI UHPOPMAIIUU B YACTH, MX KACAIOIIEHCS.

OO0s13aHHOCTD TOJPSTHOW OpPTaHW3AINH 10 BBITIOJTHEHUIO MMOJIMTHKH 3Tl HH)OPMAIHU TOJHKHA
OBITH OIpe/ielicHa B JIOKyMEHTax orneparopa (obmagarens uHGOpMaIK), HA OCHOBAaHUH KOTOPBIX B
TOM 4HuCle TepenaeTcs WHGOpMalus, MPEAOCTaBIsAETCS JOCTyH K WH(GOPMAIMOHHBIM CHCTEMam
oneparopa (obmanarens nHGOPMAIIMK) WIH COACPIKaIIECs B HUX HH(OPMAITUH.

17. 3amuty wuHboOpManMu [OHKEH OpPraHM30BBIBATH PYKOBOAMTENH oOlepatopa (oOimamaresns
MH(pOPMAIIMN) UJIH 110 €r0 PELICHHUI0 OTBETCTBEHHOE JIUIIO.

18. O6s3aHHOCTH ((DYHKIIUHM) U TTOJTHOMOYHSI OTBETCTBEHHOIO JIUIIA 110 OPraHU3aIiy JICSITSIBHOCTH
o 3anTe HHPOpPMAIUH, YIIPABICHHUIO 3alUTON HH()OPMAIUH, a TAKXKe M0 OPraHU3alui KOHTPOJISI
3a JTaHHOM JesATeNbHOCThIO y omepartopa (oOmamarenss nHGOpPMAIMU) MODKHBI OBITh BKJIFOYCHBI B
JIOJI’KHOCTHBIC OO0SI3aHHOCTH (TPYyIOBbIC (YHKIMH) OTBETCTBEHHOro Jiniia. CocTaB 00s3aHHOCTEH
(pyHKIMIT) ¥ TOTHOMOYHMI OTBETCTBEHHOI'O JHUIA JOJDKEH OBbITh JOCTAaTOYEH Ui OpraHu3allud
JIESTENbHOCTU MO 3aluTe UHGOpPMAIMM U yHpPaBIEHHUS 3TOM AEATENbHOCTHIO B COOTBETCTBUM C
TpeOoBaHUsIMU, a Tak)Ke OpraHHW3allMM KOHTPOJISL 3a JaHHOW JEesATENIbHOCTBIO Y oOmeparopa
(oOmanarens nHboOpMAIHHN).

19. PykoBoauTtens omneparopa (obnagarens nH(OpMaIMm), OTBETCTBEHHOE JIMIIO JTOJDKHBI CO3/1aTh
(onpenenuTs) CTPYKTYPHOE MOJIpa3/IeIeHUue WM Ha3HAYAeT OTACIbHBIX CHEIUATUCTOB, HA KOTOPBIX
Bo3naratorcs 00si3aHHOCTH  (QyHKIMHM) 1O 3amuTe uHpopManmu (Hanee - CTPYKTypHOE
nojpasesieHue (CelrualrucThl) 1Mo 3aIuTe MHGOpPMaLUH).

OYHKIIMK W TIOJIHOMOYHMS MO 3amuTe WHOOPMAIUU CTPYKTYPHOTO TOAPA3JEICHUS IO 3aIUTe
WHGOPMAIIUU OTIPEACTISIOTCSA B TIOJIOXKEHUH O CTPYKTYPHOM TOJIpa3AeICHUH WIH WHOM JOKYMEHTE,
B COOTBETCTBHHM C KOTOPBHIM (DYHKIIMOHUPYET CTPYKTYpHOE mojpasieneHue <7>. OO0s3aHHOCTH
(yHKIIMM) M IOJTHOMOYUS CIICIIMATTUCTOB I10 3aIIUTe HH(OOPMAIIMH IO MTPOBEICHUIO MEPOIIPUATHHN U
NPUHATHIO MEp M0 3amuTe HH(QOpMAMu JOHKHBI OBITh YCTAHOBJIEHBI B WX JODKHOCTHBIX
00s13aHHOCTSX (TpynOBBIX PyHKIMAX). CocTaB 00s3aHHOCTEH ((DyHKIIMI) U TOTHOMOYHIA 110 3aIUTE
UHPOpPMAIIMK CTPYKTYPHOTO TOJpa3JeiieHus (CHEIMaIiCTOB) MO 3amuTe HH(OPMAIUH JOJDKEH
OBITH JIOCTAaTOYCH JUI1 TPOBEIACHHS MEPOIPHUATHI W TPUHATHS MEp 1O 3aluTe WHPOpMaIluu B



cooTBeTcTBUU ¢ TpeboBaHUAMHU.

<7> TumoBoe MOIOXEHHWE O CTPYKTYPHOM TMOAPA3JCICHUH oOpraHa (OpraHu3aluu),
obecrieunBarnieM HHPpOpMAIMOHHYIO 0€30MacHOCTh OpraHa (OpraHu3aliiu), YTBEPKIECHHOE
nocranoBieHueM [IpaBurtenncra Poccuiickoit denepanuu ot 15 uronst 2022 r. N 1272,

B cinywyae manmuuus y omepatopa (obnamarens wHGOpMAIHMK) CTPYKTYPHOTO MOJApAa3JeiICHUs, Ha
KOTOPOE BO3JIOKEHBI (YHKIMU MO 0OECIeYeHHI0 MHPOPMAIMOHHON Oe30macHoCTH <8>, 3ammra
HHPOPMAIIMU MOKET ObITh BO3JIOKEHA HA YKa3aHHOE MOJIpa3/IeIICHUE.

<8> INomnyukT "0" mynkTa 1 Yka3za IIpe3unenrta Poccutickoit @eaeparum ot 1 mas 2022 r. N 250
"O JOMOMHUTENBHBIX Mepax Mo obecnedeHuro WHQPOpMaMOHHON Oe3onmacHocTu Poccuiickoit
®epnepauun’.

20. PaGOTHUKM CTPYKTYPHOTO TOJpa3AeieHus (CIeNUaIiucThl) Mo 3aiuTe UHOOPMAIUK TOJKHBI
00JIajaTh KOMIIETCHIIUAMU, HEOOXOAUMBIMU JUISI BHIITOJHEHUST BO3JIOKCHHBIX HA HUX OOSI3aHHOCTEH
(pynHKumit) o 3amure uHGOPMAITMK B COOTBETCTBUU C TpeboBanmsimu. He menee 30 mporieHTOB
pabOTHUKOB  CTPYKTYpPHOTO TOJpA3[eNieHHsl IO 3ammre HWHOOPMAIMH  JIOJDKHBI  MMETh
npodeccuoHaabHOe 00pa3oBaHUE MO CHEIMATHHOCTH WM HANpaBJICHUIO TOATOTOBKH B OOJIACTH
MHPOPMAIIMOHHON 0€30MacHOCTH WM MPOUTH O0Oy4eHHe Mo mporpaMme mpodeccruoHanIbHON
MEPETOArOTOBKHU B 001acT MH(OPMAIIMOHHON 0€30MIaCHOCTH.

21. CrpykTypHOE TOJpa3/ieicHue (CIEUAINCTHI) MO 3aluTe WH()OPMAIMH JIOJDKHO (JOJKHBI)
obecrieunBaTh 3alUTy WHGOPMAIMA BO B3aUMOJCHUCTBUU C MOApA3JCICHUSIMH (pabOTHUKaMU),
UCIIONB3YIOUUMU  MUH(QOPMAIIMOHHBIE  CUCTEMbl, W  MOApa3JeieHusMH  (paboTHUKAMM),
00€CTIeYMBAIONITUMHE IKCILTyaTaIMI0 HHOPMAIIMOHHBIX CUCTEM.

22. Tlogpasnenenust (paOOTHUKM), HCIONB3YIOMIME WH(POPMALMOHHBIE CUCTEMBI, JIOJDKHBI
y4acTBOBAaTh B NPOBEACHUM MEPONPUATHHA M MPUHATHM MEp MO 3almre WHPOpPMalUu B 00bEME,
YCTaHOBIIGHHOM oreparopoMm (oOmamarereM uWHGOpPMAKMK) BO BHYTPEHHUX CTaHmapTrax u
peryiaMeHTax 1o 3amure HHopmanum.

[Tonpa3znenenus, 00eCIeYHBAOIIIE SKCILTyaTAIIMI0 HHOOPMAIIMOHHBIX CUCTEM, TOJDKHBI IPOBOJINTH
MCPOIIPUATHUA Y IPUHUMATb MCPBI 110 3alIUTC I/IH(i)OpMaHI/II/I B X0A€ COIIPOBOXKACHMA, O6CJ'Iy>KI/IBaHI/I$I
MH(GOPMAIIMOHHBIX CUCTEM, MOCTABKM KOMIUICKTYIOIIUX U WHBIX BUIOB pabOT MO IKCIUTyaTaluu
WH(POPMAIIMOHHBIX CUCTEM B 00beMe, YCTAaHOBICHHOM OIepaTtopoM (oOsiagaTenieM nH(OpMAIIHH) BO
BHYTPEHHUX CTaHJApTax M perjaMeHTax o 3aluTe HHPpOopMaIum.

23. CTpyKTypHBIM TMOjpa3AeliecHneM (CHeIUauCcTaMu) 0 3amuTe WH()OpMauu JTOHKHBI
MPUMEHSITBCS TIPOTPAMMHBIC, TPOrPaMMHO-AINNAPATHBIC CPEJCTBA, ITO3BOJISIONINE OOCCIICUYUTH
BBITIOTHEHHE BO3JIOKEHHBIX HAa HHUX OO0s3aHHOCTEH ((PYyHKIMI) Mo 3amuTe WHGOpPMAIMUA, B TOM
YHUCJIE TI0 BBIABJICHHUIO YIpo3 0€30macHOCTH HMH(pOpMaluu, OOHAPYKEHHUIO W TPEIOTBPAICHHUIO
BTOP)KEHUH, MPOBEICHUIO KOHTPOJII YPOBHS 3alIMIIEHHOCTH HH(pOpMamuu, cojepKalieics B
MHGOPMAIIMOHHBIX CHUCTEMAaX, MOHUTOPUHTY WHGOPMAIMOHHON 0€30MacHOCTH HH(OPMAIIMOHHBIX
CHCTEM, BBISBICHHIO YS3BHUMOCTEH, KOHTPOJIO HACTPOCK M KOHQUTypalwii WHGOPMAIMOHHBIX
CHUCTCM, a TAaKKXC CpCACTBA U CUCTCMbI, NIPCAHA3HAYCHHBIC JJISI aBTOMATU3allUN U aHaJINTHYECKON
MOAACPKKU ACATCIIBHOCTH 110 3allIUTC I/IH(i)OpMaHI/II/I.

CoctaB mporpaMMHBIX, TPOTPaMMHO-ANIAPATHBIX CPEICTB, HEOOXOMUMBIX CTPYKTypHOMY
MoIpa3AeiICHUIO (CIEIUAIMCTaM) 110 3aIIUTe WHPOPMAIIUH [T BBHITIOTHCHHUS BO3JIOKEHHBIX HA HUX
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o0si3aHHOCTEeH ((YHKUMI), ompenensieTcss BO BHYTPEHHUX CTaHAAPTAaX U perjaMeHTax IO 3alluTe
uHpOpMaIUu.

24. Jlns TmpoBeNEHHs] MEPOINPHATHH M TPHUHATHS Mep MO 3aluTe HHPOPMAIMK OIepaTopoM
(obnmamatenem wuH(pOpMalMK) MOTYT HpPUBJIEKaTbCcsd OpPraHM3alUM, HMEIOUIME JIMIEH3UI0 Ha
JIEATEIbHOCTh T10 TEXHUYECKOW 3ammuTe KoH(uaeHmuambHoW wuHopmamuun <9> (manee -
CTeIMaIN3UPOBAHHbBIE OpTaHu3aINH). Cocras MIPOBOJIUMBIX CHEHUATM3UPOBAHHBIMU
OpTaHU3AIMSIMH MEPOTIPUATHIA U IPUHUMAEMBIX UMK MEp TI0 3aIIuTe HHPOPMAITUH, HCIIOIb3YEMbIX
OpU 3TOM HPOTPAMMHBIX, MPOrPAMMHO-AMMAPATHBIX CPEACTB, MPEAHA3HAUYEHHBIX JUIS 3alUThHI
uH(pOpMalMy, orpeensercs onepatopoM (obaaaareneM uHopManun). PaGOTHUKU CTPYKTYPHOTO
nojapaseneHus (CrIenuaarucThl) Mo 3amuTe HHPopMamuu oneparopa (obmamatenss uHpopMaImm)
JOJDKHBI TIPUBJIEKAThCA K MPUEMKE Pe3yJbTaroB PadOT M YCIYT, BBIMOJHAEMBIX (OKa3bIBAEMBIX)
CTEMAIN3UPOBAHHBIMU OPTaHU3AIHSIMH.

<9> [yukr 5 wactu 1 crateu 12 denepanpHoro 3akona ot 4 mas 2011 r. N 99-®3 "O
JTUTICH3UPOBAHUH OTJCIIBHBIX BUJIOB JACATCIHHOCTH".

25. Oneparopom (oOmagareneM HHGOPMAIIMHN) TOTDKHBI OBITH pa3paboTaHbl U YTBEPKIICHBI:

BHYTPEHHHE CTaHJIApPTHI 1O 3alIUTe WH(GOPMAIMH, YCTAaHABIMBAIOUINE TPEOOBAHMSA K peasM3alny
Mep Mo 3ammre HH(pOpMAIMM TPUMEHHUTEIHHO K OCOOCHHOCTSAM JESATENHOCTH OmepaTopa
(obnanatens nHpopmalyu) 1 GyHKIIMOHUPOBAHUS MHPOPMALIMOHHBIX CUCTEM;

BHYTPEHHHE PpEIVIAMEHTHl 10 3aluTe HWHQOpPMaLUH, COAEp)KaIlue TMOPSA0K IPOBEACHUs
MEpONPUATUI WK ONMCAHUE PEATU3yEMBIX MPOLECCOB MO 3aIUTE HHPOPMALUU TPUMEHUTENBHO K
O0COOEHHOCTSIM JIeATENILHOCTH omepatopa (oOmamarenss wuHGoOpManmuu) u  (QYHKIIMOHUPOBAHHS
MH(POPMALIMOHHBIX CUCTEM.

BHyTpeHHue craHzapThl U perjamMeHThl MO 3alluTe MHPOpPMalUU YTBEPXKIAIOTCS PYKOBOAUTENIEM
orneparopa (obmanaTesns HHGOPMALIMN) UIM OTBETCTBEHHBIM JIULIOM.

Ob6nacTe neicTBUS BHYTPEHHUX CTAaHAAPTOB U PETIIAMEHTOB 10 3aIIUTe HHPOPMAITUH OIpeIeIsSeTCs
orepaTopom (obamaTeneM HHPOPMALIHH).

26. BHyTpeHHHE CTaHIApTHl M PETJIaMEHTHI TI0 3aIuTe HHGOPMAITUU TOBOIATCS IO TIOJIB30BaTEIICH,
a TaKXe MOAPSAHBIX OpraHu3alui B YaCTH, UX KaCaOIICHCS.

BHyTpeHHI/Ie CTaHdapTbl W PCrjilaMCHTBI 110 3allUTC HH(pOpMaLIHH noayIexKar HMCIOJHCHUIO
IIOJIB30BAaTCIIAIMU B 4aCTH, UX KacaroIieucs.

OO0s3aHHOCTD MOJPSITHOW OPraHU3aIlMK 110 BBIMOJIHEHUIO BHYTPEHHUX CTaHJAPTOB M PEriaMEeHTOB
1o 3ammre MHGOpMalMU J0JDKHA ObITH OIpejesieHa B JIOKYMEHTax omepaTtopa (oOnanarens), Ha
OCHOBAaHMH KOTOPBIX Iepenaercss MHGOPMAIUs, MPEAOCTABISIETCS IOCTYH K HH()OPMAIMOHHBIM
cuctemam omneparopa (obnagarens uHGOpPMAaLIUK) UK COIEpIKalleiicss B HUX UH(pOpMaIH.

27. CTpyKkTypHOE TOJpa3leieHue (CIeMUANTNCThI) MO 3aluTe HWHPOPMAIMH JIOJDKHO (IOJKHBI)
paspabaThiBaTh ¥ TPEACTABIATH PYKOBOAMTENIO omeparopa (oOmamarens wHGOpMAIUN),
OTBETCTBCHHOMY JUITY 000CHOBaHHBIC TIPEUTOKCHHS 1o OpTraHU3AIMOHHBIM,
MaTepHalbHO-TEXHUYECKUM U MHBIM 00€CIIeYMBAIOIINM pecypcaM, HEOOXOAUMBIM JIJIsl IPOBEICHUS
MEPOTIPUSATUI U TIPUHATHS MEP IO 3aIuTe HHPOPMAIUH, C YKa3aHHEM CBEJICHHUHN O IENSX 3alUThI
nH(bOpMaIINUHY, Ha IOCTUKEHUE KOTOPBIX TPEeOYIOTCS peCcypChl, U MEePEUHsS HETAaTUBHBIX MOCIIEICTBUI
(coObITHI), HACTYTIIEHUE KOTOPBIX MPOTHO3UPYETCS B CIydae OTCYTCTBUS PECYpPCOB.
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PykoBogutenr omeparopa (oOmamatens wHQOpPMAIUMH), OTBETCTBEHHOE JIMII0O HAa OCHOBE
MIPEJICTABICHHBIX MPEAIOKEHUN U B MpeesiaX UMEIOIIUXCS CPEJCTB MpeIyCMaTpUBAET BbIICIICHUE
OpPraHHU3AIMOHHBIX, MAaTEPHATHHO-TEXHHYECKUX W HWHBIX OOECHCUMBAIOIINX PECypCcoOB IS
MPOBEJCHUS MEPONPUATUNA ¥ TPUHATHS Mep MO 3aluTe HWHPOpMAIUM, MPHUBICYCHHUS MPU
HEOOXOUMOCTH JIOTIOJTHUTENBHBIX CHJ M CPEICTB JUIsl 3alUThl MH(OPMAIUA B COOTBETCTBUU C
TpeOoBaHUSAMU Ha BCEX TAIAaX KU3HEHHOTO IUKJIA HH()OPMAIIMOHHBIX CHCTEM.

28. YmpaBiieHHE IEATENbHOCTBIO IO 3alUTe MH(POPMALMU JOJKHO OCYLIECTBIATHCA B PaMKax
(YHKIIMOHHMPYIOLIEH OpraHU3allMOHHOM CHUCTEMbI YIpPABICHMS, BO3IJIABISEMOM PYKOBOIUTEIEM
orneparopa (o0nagarens HHGOPMAIMK) WIK IO €r0 PEIIEHUI0 OTBETCTBEHHBIM JIMIIOM. YTIpaBlieHUE
JeSITENIbHOCTBIO 10 3aIuTe UH(POPMALIUH JOJDKHO BKIIFOUATh:

a) pa3paboTKy U IJIAHUPOBAHUE MEPOTPUATUN U Mep MO 3aluTe HHpopmanuu;

0) IpoBeIcHIE MEPONIPUATHI U TIPUHATHE MEp TI0 3aluTe HHDOpMaIum;

B) IIPOBEJICHHE OIICHKU COCTOSTHUS 3aIUTHI HHPOPMAIIHH;

I') COBEPILIEHCTBOBAHUE MEPOTIPUATUI U MEp IO 3aIIUTe HHPOPMALIUH.

29. [1pu pa3paboTke U MIIAHUPOBAHUN MEPONIPHUATHI M MEP IO 3alTuTe HHPOPMAITUU JOKHBI OBITh:

a) orpeeaeHbl COObITHS B MHGOPMAILIMOHHBIX CHCTEMaX, HACTYIUIEHUE KOTOPBIX MOXKET MPUBECTHU K
HAPYIUICHUIO 1Tl 3aIIUThl HHPOPMAIIMH, YCTAHOBIEHHBIX B MOJIUTHUKE 3aIIUTH HH)OpMAIIH;

0) ompeneneHbl HHPOPMALMOHHBIE CHUCTEMBI, MPOrpaMMHbBIE, MPOrPaMMHO-AMNIapaTHbIE CPEACTBA,
HECAHKIIMOHUPOBAHHBIA JJOCTYIl K KOTOPHIM M (WJIM) BO3AEHUCTBHE HA KOTOPbIE MOTYT NPHUBECTU K
HapYILIEHHIO LIeel 3alMThl UH(OPMAIMH, YCTAHOBJICHHBIX B IMOJUTHKE 3alUTHI HH(pOpMaLuy;

B) BBISBICHBI M OIICHEHBI Yrpo3bl O€30MacHOCTH HH(pOpMAIHH, peanu3anys (BO3HUKHOBEHHE)
KOTOPBIX MOJKET NPUBECTH K HAPYUICHHIO MeNed 3alluThl WHPOPMAIWH, YCTAaHOBJICHHBIX B
MOJIUTHUKE 3alUThl MH(OpMaIuK (Aajee - yrpo3bl 6e300acHOCTH HHPOPMALUK);

I) OIpEJIENEeHbl COCTaB M CPOKM IPOBEACHHUS MEPONPUATUN M MNPUHATUS Mep IO 3alluTe
WHOPMAIMY U OLIEHEHBI HEOOXOAUMBIE IJIsl 3TOTO PECYPCHIL.

30. ITpoBoauMble MepONpUATHS U MPUHUMAaeMble MEpbl MO 3aluTe MHPOpPMAIHU JOIKHBI OBbITH
HarpaBJIeHbl Ha OJOKHpOBaHWE (HEUTpaTU3aIMIO) aKTYaJdbHBIX JUISI WHPOPMALMOHHOW CHUCTEMBI
yrpo3 6e30mnacHOCTH UH(pOpMaLUH (Aajee - aKTyalbHble YTPO3bl) B COOTBETCTBUM € LEJISMU 3AIIUTHI
MH(pOPMAIINH, ONIPEICIIEHHBIMH B MOJUTHKE 3aLUTHI HH()OPMAIHIH.

B 3aBucuMocTH OT menei 3amuThl HHPOPMALUU MEPOIPUSATHS U MEPHI MO 3aIIuTe WHPOpMAIUU
JIOJDKHBI OBITH HAIIPABIICHBI HA:

a) WCKIIOYEHHE YTEUKHM HH(POpPMAIMd OTrPaHWYEHHOTO JOCTyNa M HMHOW KOH(HUICHINATHHON
nHbOpMaLINY;

0) mpenoTBpallleHUE HECAHKIIMOHUPOBAHHOTO JOCTyna K HWHQOPMAIMOHHBIM CHCTEMaM H
coJiepkarieiics B HuUX HH(popmanuu, oOHapyxkeHue (akTOB HECAHKIIMOHUPOBAHHOTO JIOCTYIA U
pearupoBaHHe Ha HUX;

B) IpEIOTBPALICHUE HECAHKIIMOHUPOBAHHOW Moaudukanuu UHPOpMaluu, oOHapyx eHue (aKkToB
HECAHKIIMOHUPOBAHHOW MOIM(UKALIUN U PearupOBaHUE HA HUX;

I) TpenoTBpalleHHE HECAHKIIMOHUPOBAHHONW TMOAMEHbI WH(OpManuu, OoOHapyxkeHHe (AKTOB
HECAaHKIIMOHUPOBAHHOMW MOAMEHBI U pEarupOBaHUe Ha HUX;



) TpeAOTBpAIlleHHE HECAHKIMOHWPOBAHHOTO yJajeHus HMHGOPMAIMA U  TPOrPaMMHOTO
obecrieyeHus, oOHapyskeHHe (PaKTOB HECAHKLIIMOHUPOBAHHOTO YAAJICHUS U pearupoBaHKUe Ha HUX;

€) WCKJIIOYEHHWE WM CYLIECTBEHHOE 3aTpyJHEHHE OTKa3a B OOCIYKMBAaHUM aBTOPU30BAHHBIM
MOJTb30BATEISIM HH()OPMAIIMOHHBIX CUCTEM;

)K) HEAOIIYIICHHUEC NCIIO0JIb30BAHUA I/IH(l)OpMaI_II/IOHHBIX CHUCTEM U COI[Cp)K&H.[CﬁCH B HUX I/IH(1)OpMaI_II/II/I
HC I10 HA3HAYCHUIO,

3) HCKIIOYEHHE WJIM  CYIIECTBEHHOE  3aTpyJHEHHE  HapylmeHUs  (QPyHKIHOHUPOBAHUS
(paboTtocniocoOHOCTH) HHPOPMAIIMOHHBIX CUCTEM;

M)  HEJONMYIICHHWE  pACIpPOCTPAHEHUS C  HUCIOJB30BaHUEM  WH(POPMAIMOHHBIX  CHCTEM
IIPOTUBOIIPABHOM MH(pOpMAIHH;

K) oOecreyeHne BO3MOXHOCTH BOCCTAHOBIICHHSI B YCTAHOBJICHHBIE oOmepaTopoM (obiamarerem
MHPOpPMAIMK) CPOKH JIOCTYIa aBTOPU30BAHHBIX MMOJIb30BaTeNe K HH()OPMAIIMOHHBIM CHCTEMaM H
cojepXxaiieics B HUX nHdopmanuu, 3a0J0KUPOBAHHON BCIEACTBUE peaM3aiy (BOSHUKHOBEHHS )
yrpo3 6e30macHocTy HHGOPMALINY;

1) olecrieyeHHE BO3MOXKHOCTH BOCCTAHOBIICHHMS B YCTaHOBJICHHBIE oOIlepaTopoM (obiamaTenem
nHpopmanuu) Cpoku uHOpMAIUK, MOIU(DUIMPOBAHHONW WJIM YHHUYTOXKCHHOW BCIIEIACTBHE
peanu3zanuy (BO3HUKHOBEHMS) YIrpo3 6€300acHOCTH HHPOpMALIUU.

31. OueHka COCTOSIHUSI 3alIUThl MH(POPMALMU JOJDKHA MPOBOJIUTHCS HAa OCHOBE ONpEACTICHHUs
orepaTopom (obamarenemM HHPOPMAIIHH):

a) TIOKa3aTelIsl, XapaKTePU3YIOIIEeT0 TEKYIIee COCTOSTHHUE 3alUThl HH(DOpMAIK OT 6a30BOTO YPOBHS
yrpo3 6e3omacHoCTH HHMOpMAIUH ([ajiee - IMoKa3aTeb 3alMieHHOCTH Kyy);

0) mokasatesisi, KOTOPBIH OIpeaenseT JOCTaTOYHOCTh U 3PPEKTUBHOCTh MPOBEIEHHSI MEPOIPUATHI
o 3anuTe nHdopmaun (qasnee - mokKasaresb YpoBHs 3peiaocTH [1y,).

st ompeneneHuss 3HaAUECHUM M pacdeTa IoKaszarens 3auuiieHHoctH K, M mokasarens ypoBHs
3penoctH Il TOMKHBI IPUMEHSATHCS METOIMYECKHE JOKYMEHTHI, yTBepxkaeHHbie DCTOK Poccun B
COOTBETCTBUHU C ab3arieM BTOPbIM MyHKTa 5 U moanyHKToM 4 myHkTta 8 Ilomoxenuss o ®CTIOK
Poccuu (nanee - meroguueckue nokymeHTel @CTOK Poccun).

32. Pacuer u oOuLeHKa mMoKazarens 3ammieHHOCTH K,; TOMKHBI TPOBOJUTHCS OMEPATOPOM
(o6mamareneM uHGOPMAIIUK) HE PEXE OJHOTO pa3a B IIECTh MeCsIeB. PacueT u oleHKa mokasaress
ypoBHs 3penoctu Il TOMKHBI MPOBOAUTHCS omeparopoM (obnmamareneM WHGOpPMAIMK) HE pexe
OJTHOTO pa3a B JiBa rojia.

O nmoJsy4eHHBIX MO pe3yJibTaTaM OIEHKH 3HAYCHUSX TMOKazaress 3amuiieHHocTu K, u mokaszarens
ypoBHs 3penioctu Il B ciayyae UX HECOOTBETCTBUSI HOPMHUPOBAHHBIM 3HAYCHHSM, YKa3aHHBIM B
Metoaudeckux nokymentax @CTOK Poccun, B TeueHne 3 KaleHAApHBIX THEH CO JTHS 3aBEPIICHUS
TaKol OLEHKHM HWHPOPMHUPYETCS PYKOBOAUTENb omnepatopa (obnamatens wuHboOpManuu) s
MIPUHSATHS PEIICHUS O MPOBEICHUN MEPOIPHUATHIA IO COBEPIIEHCTBOBAHUIO 3aIUTHI HH()OPMAIIUU U
NPUHATAA MEp 110 TOBBINICHUIO YPOBHS 3alIUIICHHOCTH WH(MOPMAITUH, COJICpXKaIIeHcs B
MH()OPMAIIMOHHBIX CHCTEMAX.

PesynbTaTsl oLeHKH MOKa3arens 3amunieHHocTH Ky 1 nokasarens ypoBHs 3penoctd [, B cpok He
nosaHee 5 paboumx AHEH mocie THS UX pacuera JOJDKHBI HAapaBIsAThCS OlepaTopoM (obsagaTenem
unpopmarmn) B ®CTIOK Poccum B 1ensix MOHMTOPMHIA TEKYILErO COCTOSHHUS TEXHUYECKON
3alUThl MH(OPMAlUMM M OLEHKU H(PPEKTUBHOCTH MAEATEIbHOCTH M0 TEXHWYECKOM 3alluTe



uHpopmarmu <10>.

<10> IMonmynkTsl 6(1) 1 6(5) mynkra 8 [Tonoxxenust 0 ®CTOK Poccun.

33. Tlo pemreHuto pykoBoauTeNsi orneparopa (oOmamatens WH(OPMAIMH), OTBETCTBEHHOTO JIHIA
CTPYKTYpHBIM MOJpa3/ieleHneM (CHenuaaicTaMH) 10 3amuTe HHPOPMAIUMH C  y4acTHeM
noapasaeneHuii  (pabOTHUKOB), HCIONB3YIOMNUX HH(POPMAIIMOHHBIE CHUCTEMBbI, MOIpa3ae/ICHHUH
(pabOTHUKOB), 00ECTEYUBAIOIINX SKCIUTyaTalrio WHGOPMALMOHHBIX CHCTEM, pa3pabaThIBaeTCs
IUIAH MEPONPHUATHH IO COBEPIICHCTBOBAHHMIO 3aIlIUTHl HMHPOpPMANWH, CcoAep)kameiics B
MH(POPMAIIMOHHBIX CHCTEMaxX, B KOTOPOM B TOM YHCIIE YKa3bIBAIOTCS HAMMEHOBAHUS MEPOIIPHUATHH,
CPOKH HX BBINIOJIHEHHUS, TOApa3eieHus (paOOTHUKH), OTBETCTBEHHBIC 33 PEaJM3aLHUI0 KaXI0TO
MEpONPUSATHS.

[Tnan yTBepkmaercss pykoBojuTelieM ormneparopa (oOmamatens WHGOPMAIMU), OTBETCTBCHHBIM
JUIIOM M JOBOAMTCA 0 MojpaszzienieHuil (paboTHUKOB) omeparopa (obOmamatens uHpopManuu) B
4acTH, UX Kacaroleics. Pe3ynpraTtoM peanuzanuyu MEponpUsTHI T1aHa JOHKHO OBITh JTOCTHKCHUE
3HauUCHUU TMoKazarens 3amuiieHHocT K, W mokaszarens ypoBHs 3penoctu Il He Huxe
HOPMHUPOBAHHBIX 3HAUYEHUH, YKa3aHHbIX B MeToanuyeckux aokymeHtax ®CTOK Poccum.

I11. IIpoBenenne MeponpusiTUii M NPUHSITHE MeEP IO 3ANUTE
HHPpopMauu

34. Jlns pocTwkeHHs Uened 3amyThl mH(opMaluu orepatopoMm (oOmamareneM WHPOPMAIINH)
JOJIKHBI IIPOBOAUTHCA CICAYIOIUC MECPOIIPUATHUA:

a) BBISIBJICHUE U OIICHKA YIpo3 0e30MacHOCTH WHPOPMAIIHY;
0) KOHTPOJb KOH(UTypaluil UHHOPMAIIMOHHBIX CUCTEM;

B) yIpaBJICHHE YS3BUMOCTSIMU;

I') yIpaBiieHue OOHOBJICHUSMU;

1) obecrieueHre 3anuThl HHGOPMAIIMK MPU 00pabOTKe, XpaHEHWH W OoOparieHuH ¢ HHpOopMaIei
OTPaHUYEHHOTO JOCTYIIA;

) obecrieueHue 3aluThl UH(POPMAIK TPU IPUMEHEHNH KOHEUHBIX YCTPOMCTB;
) oOecrieyeHre 3auThl HHPOPMAIMK TPU TPUMEHEHUH MOOMIILHBIX YCTPOMCTB;

3) oOecriedyeHne 3amMThl WHQOpPMAUK TPH  YIAJEHHOM JIOCTyIe  IIOJIb30BaTeNe K
MH(GOPMALIMOHHBIM CUCTEMAM;

I/I) obecnieucHue 3allIUThI I/IH(I)OpMaI_[I/II/I npu 6CCHpOBOI[HOM AOCTYIIC IOJIb30BaTeICH K
HH(pOpMaLIPIOHHLIM CUCTCMaMm,

K) o0ecrieyeHne 3amyThl HHGOPMAIMK TPU TPEAOCTABICHUM TOJb30BATENAM JOCTyHa K
MH(POPMAIIMOHHBIM CHCTEMaM, IpeyCMaTpUBAIOIIEr0 YTEHUE, BBIIIOJHEHUE, U3MEHEHUE, 3alllCh,
yJlaJieHue IporpaMM U (WIM) JaHHBIX B MH(GOPMAIIMOHHBIX CUCTeMax (fajiee - NPUBUIETUPOBAHHBINA



JIOCTYTI);

1) obecrieueHre MOHUTOPUHTA HH(OPMAIIMOHHON O€30MMaCHOCTH;

M) obecrieueHue pa3paboTKu 6€30MacHOT0 MPOrpaMMHOr0 00eCeueH s,
H) oOecrieueHre (HU3NIECKON 3aIUThl THHOPMAIIMOHHBIX CUCTEM;

0) oOecrieueHHEe HENPEPbIBHOCTH  (YHKUMOHUPOBAHMS UHPOPMALMOHHBIX CUCTEM IIPH
BO3HHUKHOBEHUH HEUITATHBIX CUTYyallUH;

1) TOBBIICHUE YPOBHA 3HAHWN W HMH()OPMHUPOBAHHOCTH IOJIb30BATENEH IO BOIMPOCAM 3aIIUTHI
UHpOpMAIHH;

p) obecrieueHue 3alIUThI I/IH(I)OpMaI_II/II/I npu B3aHMOJICHCTBUH C noApAAHBIMHA OpraHU3alIuUAMU;
C) obecneyeHue 3allIUTHI OT KOMIIBKOTCPHBIX aTdK, HAIIPABJICHHBIX HA OTKAa3 B O6CJ'Iy>KI/IBaHI/II/I;

T) o0ecrieueHune 3aluThl UHPOPMaLMKU MPU UCTIOIb30BaHUH UCKYCCTBEHHOIO0 MHTEJUIeKTa <11>;

<11> IMoanyHkT "a" mynkTa 5 HanmoHanbHOM cTpaTeruyl pa3BUTHS UCKYCCTBEHHOTO MHTEIJIEKTa Ha
nepuon 1o 2030 rona, yreepxkaeHHo Yka3zom Ipesunenta Poccuiickoit @enepamuu ot 10 oKTIOps
2019 1. N 490 (nanee - HantmoHasnbHasi CTparerusi pa3BUTHsI HICKYCCTBEHHOTO MHTEJUICKTA).

y) peanm3anys B MHGOPMALMOHHBIX CHCTEMaX Mep MO MX 3alUTEe U 3alUTEe COACpPKAIICHCS B HUX
uHbOpMaLINY;

¢) nmnpoBeneHME KOHTPOJS  YpPOBHSA  3alMIICHHOCTH  HHGOpMAIMHU, coJepxkaiieiics B
MH(POPMAIMOHHBIX CUCTEMAX;

X) obecreueHne HEeNpepbhIBHOIO B3aUMOJIEUCTBUSL C TOCYJApCTBEHHOW CHUCTEMOW OOHapy: KeHus,
NOPENyNpeXaAeHUs] M JIMKBUIALUMM MOCIEICTBUM KOMIBIOTEPHBIX aTak Ha HWH(QOpPMAalMOHHBIE
pecypcebl Poccuiickoit @enepanum.

35. HoctrarouHocTh U 3P (HEKTUBHOCTh MPOBOJUMBIX MEPOIPHUATHI (peau30BaHHBIX IPOLECCOB)
OLIEHMBAIOTCA ONEPaTOPOM IO pe3yJbTaTaM OIpeAeseHUs IoKa3aTels YpoBHsA 3penoctu Il B
cooTBeTcTBUU ¢ myHKTamu 32 u 33 TpeboBanuii.

36. MeponpusiTuss 1O BBUIBIEHUIO M OLIEHKE Yrpo3 0Oe30macHOCTH HH(OpPMALUU JOJDKHBI
IpeaycMaTpUBaTh ONPECIICHNE B XOJ€ CO3JaHus MH(OPMALMOHHBIX CHCTEM aKTyallbHBIX YyIPO3 U
pa3paboTKy B CiIydasix, YCTAaHOBJICHHBIX TPEOOBAHMSIMHU K TOPSAKY CO3IAaHUS, pPa3BUTHs, BBOJA B
HKCIUTyaTallMIo, SKCIUTyaTallud M BBIBOAA W3 3KCIUTyaTallMd T'OCYJapCTBEHHBIX MH()OPMALMOHHBIX
CHCTEeM ¥ JalbHEHIIero XpaHeHWs cojAepkamieiics B uX 0a3ax JaHHBIX HH(OpMAIWH,
yTBEpKIEHHbIMU NocTaHoBieHueM IIpaButensctBa Poccuiickoit @eneparuu ot 6 urons 2015 r. N
676, mozieneit yrpo3 0e30macHOCTH HHPOPMALINH, a TAK)KE CBOEBPEMEHHOE BBISIBJICHUE aKTyaJIbHbBIX
YIPO3 U UX OLIEHKY B XOJI€ SKCIUTyaTalluu HHPOPMAITMOHHBIX CUCTEM.

Mogens yrpo3 Ge3omacHOCTH HH(OpMAIMM B ciaydae ee pa3pabOTKH JOJDKHA HCIIONB30BAThCS B
KauecTBE MCXOAHBIX JAHHBIX JJIs Pa3paOOTKU U BHEAPEHUS Mep MO 3aluTe WH(OPMAIIMH, a TaKKe
JUIs BBIOOpA CpENCTB 3alIMThl MH(GOpMAIMM U WX (PYHKIMOHAJIBHBIX BO3MOXKHOCTEH B Xoje
co3maHus (pa3BUTHsI) TOACHCTEM 3allUThl WH(pOpMaMu HHOOPMAIIMOHHBIX CHCTEM. PereHue o
HEOOXOAMMOCTH pa3pabOTKH MOJEIN yrpo3 0e30MacHOCTH HWHOOpPMAMK B XOJ€ CO3JaHUS
HETOCYJApCTBEHHBIX HMH()OPMAIMOHHBIX CHCTEM IPHHAMAETCS pPYKOBOJAMTEIIEM OIeparopa
(obmanarens nHOpPMAIIHH), OTBETCTBEHHBIM JIHIIOM.
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B xone skcmmyaranuu MHOOPMAIMOHHBIX CHUCTEM JIOJDKEH ObITh OOECIedYeH IMOMCK JaHHBIX U
NPU3HAKOB, HWACHTHOUIMPYIOMNX HAIW4YAE AaKTyaJlbHBIX YTPO3, TPOBEACHA TNPHOPUTH3ALMS
BBISIBJICHHBIX YIpo3 0€30macHOCTH HH(GOpPMAIMH, OCYIIECTBICHO OIOBEUICHUE TMOJpa3/esIeHHA
(paboTHHKOB) omeparopa (obnagarenss UH(GOPMAILMK) O BBIABICHHBIX aKTyalbHbIX yrpo3ax. Ilpu
HAJIMYUM TPU3HAKOB peanu3aly (BOSHUKHOBEHMS) aKTyaJIbHBIX YIpO3 JOJDKHBI OBITh MPUHSTHI
MEpBI 110 UX OJIOKUPOBAHUIO (HEUTpaTH3AIINN ).

37. MeponpusTsi M0 KOHTPOIO KOH(HUTrypammii MHPOPMAITMOHHBIX CHCTEM JOJDKHBI MCKIIIOYaTh
HCCAHKIIUOHUPOBAHHOC HN3MCHCHHC COCTaBa IPOrpaMMHBIX, IPOTrpaMMHO-alIlapaTHbIX CPCACTB
MH(GOPMALIMOHHBIX CHUCTEM, UX HACTPOEK M KOH(UTypalui, YCTAaHOBJICHHBIX BO BHYTPEHHHUX
CTaHAapTax 1Mo 3amure uHQOpManMM, a TakXke oOecreunBaTh OOHapyxeHHEe (aKTOB
HECAHKIIMOHUPOBAHHBIX M3MEHEHUI U BBISIBIICHUE TPHYUH U3MEHEHHH.

KoHnTpons koHpurypammii nHGOpPMaIMOHHBIX CUCTEM JOJIKEH OCYIIECTBISTHCS Ha OCHOBE aHAIU3a
pe3ynbTatoB ydyeta UT-aktuBoB <12> m (Wam) CBEACHU, CONEPKAIMUXCA B aBTOMATH3UPOBAHHBIX
cUCTEeMaxX XpaHEHHs U YIIPaBICHHs TaHHBIMH 00 WH(POPMALIMOHHBIX CUCTEMaX U X KOH(PUTYyparusx
(mpu Hammuumu cucteM uHBeHTapuzauuu WT-aktuBoB). CTpyKTypHOMY MOAPA3IEICHUIO
(cmenmancTaMm) MO 3ammTe WHOOpPMAIMU TOJDKEH OBITh O0ecredeH JOCTYyN K YKa3aHHBIM
CBEICHUSM.

<12> [yskr 3 Ilomoxenus o060 yuere WT-akTHBOB, WCIHOJB3YEMBIX [UISI OCYIIECTBICHHS
JEeSITENFHOCTH 10 HU(POBOH TpaHChOpPMAIMH CUCTEMBI TOCYJAPCTBEHHOTO (MYHHUIUITAIHHOTO)
yIOpaBJICHUs, yTBEPKAECHHOr0 noctaHoBienueM [IpaButenscrBa Poccuiickoit @enepanuu ot 1 urons
2024 r. N 900.

38. MepornpusiTusi MO YNPaBICHUIO YSI3BUMOCTSAMH JOJKHBI BKIIIOUATh BBISIBIICHUE YSA3BUMOCTEH
MHGOPMALIMOHHBIX CHUCTEM, OIEHKY HMX KPUTHYHOCTH, OMNpEICIICHHE METOJI0OB W MPHUOPUTETOB
YCTpaHEHUs YSA3BUMOCTEMH, a TAK)KE KOHTPOJIb 332 YCTPAHEHUEM YSI3BUMOCTEN.

YcrpaHeHue ysS3BUMOCTEH, KOTOPbIE MOTYT OBITh MCIIOJIb30BaHbl HAPYIIUTENSIMU, WA UCKIIOUEHUE
BO3MOXXKHOCTH WX WCIONB30BAaHWA 32 CYET TPUMEHEHUS KOMIICHCHPYIOIIMX Mep JOJDKHO
IPOBOJIUTHCS OlepaTopoM (0bianaTesneM HHGOpMALMN):

B OTHOIICHUH YSI3BUMOCTEH KPUTHUUECKOTO YPOBHs omacHOCTH <13> - B cpok He Oosiee 24 4acos;

<13> Ilyskt 5.2.18 nHamumonanbHOro crtanmapra Poccuiickoit ®eneparmu 'OCT P 56545-2015
"Jammra wHpOpMANMU.  YSI3BUMOCTH  HMH(POpPMAnmMOHHBIX  cucTteM. [lpaBunma  ommcaHus

ys3BUMOCTEN", yTBEPIKICHHOTO U BBEJIEHHOIO B JeiicTBUE Npuka3oM Poccranmapra ot 19 aBrycra
2015 r. N 1180-ct (M., @I'BY "PCT", 2021).

B OTHOLIEHHUH YS3BUMOCTEH BBICOKOTO YPOBHS ONACHOCTH - B CPOK He OoJiee 7 KaJleHAapHbIX JHEH.

B oTHOmIEHMM ySA3BUMOCTEH CpPEAHEr0o M HHU3KOTO YPOBHEW OMACHOCTH CPOKM M TOPANOK HX
YCTpaHEHUsSI OMPECIAIOTCS BO BHYTPEHHEM perjiaMeHTe IO 3aliuTe WH(POpMAIMH HCXONIs U3
0CcO0eHHOCTEH (YHKIIMOHUPOBAHUS HMHPOPMAIIMOHHBIX CHCTEM.

[Ipu BBIIBICHUU YS3BUMOCTECH WH(POPMAIIMOHHBIX CHUCTEM, CBEICHHS O KOTOPBIX OTCYTCTBYIOT B
O0aHke maHHBIX yrpo3 Oe3omacHocTn uHPopMarmu DCTOK Poccum, omeparop (oOmamatensb
uHpopManuK) B CpoK He Ooyiee 5 pabouux JHEH ¢ AAThl TAKOTO BBISBICHUS JOJIKCH HAIPABUTH
unpopmanuto 06 ysazBumoctd B DOCTOK Poccum ans oueHKH HEOOXOAMMOCTH BKIIIOYCHHS
BBISIBJICHHOW YS3BUMOCTH B OaHK JaHHBIX yrpo3 OeszomacHoctu uHpopmanmu OCTOK Poccun
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<14>,

<14> Ilonnyskr 21 nynkra 8 [Tonoxenns o @CTIK Poccun.

39. MepomnpusiTisl 10 yHPABICHHIO OOHOBJICHHSIMH JOJDKHBI BKIIIOUATh IPOBEICHUE IPOBEPKH
MO/UTMHHOCTH ¥ IEJIOCTHOCTH OOHOBIICHHWI MPOTPAMMHBIX, IPOTPAMMHO-ANIAPATHRIX CPEICTB,
TECTUPOBAHWU OOHOBJICHWH JI0 WX MPUMEHEHHs] B KOHTYpaxX MPOMBIIUICHHON JSKCIUTyaTaluu
WHPOPMAIIMOHHBIX CHCTEM, BBIJAUe pa3pelicHUs MOojApa3ieicHusIM (pabOTHHKAM) oreparopa
(ob6mamarens uHbOpMAIMK) HA MPUMEHEHNE OOHOBJICHUI MTPOTPAMMHBIX, IPOrPAMMHO-aNNapaTHBIX
CPEICTB B KOHTYpaX MPOMBIIUICHHOHN IKCIUTyaTaIllui HHPOPMAIIMOHHBIX CHCTEM C UCTIOJIh30BAaHUEM
0e30MacHBIX HACTPOCK W KOH(UTrypallyii, yCTAHOBJICHHBIX BO BHYTPCHHUX CTaHAApTax MO 3allUTe
nHpopManuu. becKOHTpOIbHAS yCTAaHOBKA OOHOBJICHHU MPOTPAMMHBIX, ITPOrPaMMHO-AIaPaTHBIX
CpPE/ICTB HE JIOMYCKAeTCs.

Cpoku  mpUMEHEHHsT  OOHOBJIGHHMHl  NPOrpaMMHBIX,  [POrpaMMHO-AININApPaTHBIX  CPEJACTB,
MIPEAHA3HAYECHHBIX I YCTPAHEHUS YSA3BHUMOCTEH, YCTAHABIIMBAKOTCS BO BHYTPEHHEM DPETJIAMEHTE
1o 3amuTe MHOOPMAIMN B 3aBUCUMOCTH OT CPOKOB YCTPAHEHUS YSA3BUMOCTEH COOTBETCTBYIOLIMX
YpOBHEH ONAaCHOCTM U PHUCKOB, CBSI3aHHBIX C MPUMEHEHHEM OOHOBJIEHUH IPOrpaMMHBIX,
IIPOrpaMMHO-aIIIAPaTHBIX CPEJICTB.

40. Meponpusatusi 1O 3amyTe HHPOpPMAIMU TpU 00pabOTKe, XpaHEHWHM U OOpaIIeHUH C
uHpopMalyei OrpaHUueHHOT0 JOCTYIa JOHKHBI HCKITIOYATh!

HEMpPaBOMEPHOE PACIPOCTPAaHEHUE HH(POPMALMM OrPAaHMUYEHHOI'O JOCTyNa BHE 3aBUCUMOCTH OT
¢bopMbI ee HpeCTaBICHHUS, B TOM yucie c UCTIOJIb30BaHUEM
MH(POPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX ceTel u cetH "MHTepHeT";

JOCTYNl K HWH(QOpPMalUM OTrPaHWYCHHOrO JOCTyHa JHI, JUIS KOTOpBIX HH(pOpMamus He
IpeHa3HaYeHa U (WIK) AJIs KOTOPBIX TaKOM TOCTYI 3aIlpellieH.

[IpoBoguMBbIE MEpONPUATHS JIOJDKHBI BKJIIOYaTh OIpeneieHne HHGOpMalUd OrpaHUYE€HHOTO
JIOCTYNa W TpPEJHAa3HAYCHHBIX JUIsl €€ XPaHEHHs] NPOrpaMMHO-alNapaTHbIX CPEACTB, a TaKKE
KOHTPOJb M PETUCTpaluio BceX (aKTOB AOCTyMa MOJb30BaTelel K MpOrpaMMHO-aNnapaTHBIM
CpeICTBaM, B KOTOPBIX XpaHHUTCS WH(OpMAIIMs OTPAHMYEHHOTO JTOCTYTIA.

KoHnTpons 00paboTKH, XpaHEHUs uHpOpMaIn OTrpaHUYEHHOT O JocTyna B
POrpaMMHO-aNINApaTHBIX CPEJICTBAX M €€ MepeAayd JIOJHKEH OCYLIECTBIATHCS B COOTBETCTBUM C
BHYTPEHHUM periiaMeHToM 10 3amute uHpopMammu. O dhakTax HEMPaBOMEPHOTO PACIPOCTPAHEHUS
MHpOpPMAIMK OTPAaHHMYEHHOTO JOCTYyNa M (MJIM) JOCTyHa K CpeAcTBaM ee 0O0pabOTKH M XpaHEHUs
JIOJDKEH OBITh  He3aMeUIMTEIbHO IMPOMH(POPMHUPOBAH PYKOBOAMTENb olepaTopa (oOmagaTeins
MH(pOpMAIIUN), OTBETCTBEHHOE JIUIIO.

41. MeponpusiTst IO 00€CIIEUEeHHUIO 3alIUThl HHPOPMAIMU MTPH TPUMEHEHHUH KOHEUHBIX YCTPOHCTB
MH(POPMAIIMOHHBIX CUCTEM JOJKHBI UCKJIIOYaTh BO3MOXHOCTh HECAHKIIMOHHPOBAHHOI'O JOCTYIa K
MHPOPMAIIMOHHBIM CHUCTEMaM U KOHEYHBIM YCTPOWCTBAM WM BO3JACHCTBUS HAa HHUX dYepes
uHTep(deichl U MOPThI, HEMOCPEACTBEHHO B3auMOJeHcTByIomue ¢ cetbio "MHTepHeT" u (WiH)
noctynHsle u3 cetu "MHTepHeT".

3anmra KOHEUHBIX YCTPOUCTB MHPOPMALMOHHBIX CHCTEM JIOJKHA BKJIIOYATh PEaTM3aLUIO B HUX B
COOTBETCTBUU ¢ TpeOoBaHUAMU Mep MO 3aIUTe HHPOPMALUU OT HECAaHKIIMOHUPOBAHHOIO J0CTyIa
¥ TPOBEJCHUM HAa HUX MOHUTOPHHTA W aHAIM3a IPOILECCOB U COOBITHI C IEIhIO BBISBICHUS
aKTyaJbHBIX YIpo3, a TaKke MPEeIyNpeKACHUH O TMPOU3OIIEAIINX COOBITUAX OE30MacHOCTH.



KoHTponp uCHONb30BaHUS KOHEYHBIX YCTPOMCTB JOJDKEH OCYLIECTBIATHCS B COOTBETCTBHM C
BHYTPEHHUMU CTaHJApTaMHU U perjaMeHTaMH 110 3aluTe HHPOPMAaLIUH.

42. TlocpencTBOM TMPOBEICHUS MEPONPHUATHN IO OOCCIICYCHHUIO 3alUThl WHPOPMAIUU TPU
OPUMEHEHUH  MOOWJIBHBIX ~ YCTPOMCTB  JIOJDKHa ~ OBITH ~ HMCKJIIOYEHAa  BO3MOXKHOCTH
HECAHKIIMOHUPOBAHHOTO JOCTYyIMA (BO3ICHCTBHS) K MH(POPMAIIMOHHBIM CHCTEMaM U COJIEpIKAIIECHCS
B HUX HH(pOpMAIMK, a TaKkKe K B3aUMOJICHCTBYIONIMM C HUMH MOOWJIBHBIM YCTPOWCTBAM U
coJepKamieiicss B HUX WHQOpPMaIUM Yepe3 KaHajbl Mepeqadyd MOOWIBHBIX TaHHBIX, MOOWIIbHBIC
CepBUCHI, UHTEP(EICHI U TOPTHI MOOMIIBHBIX yCTPOHCTB.

[Ipy mpuMeHEeHUM MOJb30BaTENIIMU MOOMJIBHBIX YCTPOMCTB Ui JOCTyna K HMH(OPMAIMOHHBIM
CHCTEeMaM M COJepKallelcsi B HUX HMH(GOpPMAaIUU B LEJNAX BBHIIOIHEHHS CBOMX OOS3aHHOCTEH
(ynkumit) omeparop (oOmamarens wuHGOpMAIMK) JOJDKEH MPUHUMATh MeEpbl IO  3alluTe
MH(POPMAIIMOHHBIX CUCTEM U COJIEpIKaIeiCs B HUX WH(POPMAIMH, B TOM YHCJIE:

obecneunBaTh 3allIUTy KaHAJIOB NICpCaavu NaHHBIX,

OCYUIECTBIISATH JOCTYT MOJIb30BATENEH C MPUMEHEHUEM CTPOrol ayreHTuhuKanuu <15>.

<15> Ilynkr 3.54 nanmoHambHOTO craHmapra Poccuiickoit ®eneparmm ['OCT P 58833-2020
"3amuta uHpopMmanmu. Waentuduxamus u  ayreHtudpukammsa. OOmume  TpeOoBaHuUs'",
YTBEP)KICHHOTO M BBEJCHHOTO B JieiicTBHE Mpuka3oM Poccrarmapra ot 10 anpens 2020 r. N 159-ct
(M., ®I'bY "UucturyT crangaptuzauun', 2020).

[Tonp30BaTenneM JAOMKEH ObITh HCKJIIOYEH HECAaHKIIMOHMPOBAHHBIA JIOCTYl K MOOWIBHOMY
YCTPOUCTBY.

43. TlpumeHeHHE TMOJIb30BATENIIMU  JIMYHBIX MOOWJIBHBIX YCTPOMCTB Ui JOCTynma K
MH()OPMAIIMOHHBIM CHCTEMaM U COAEpIKaleicsi B HUX MH(OPMAIWHU C LETbI0 BBIITOJHEHUS CBOMX
oOsi3aHHOCTEH  ((QYyHKIMIA) JOMycKaeTcst B Clydyae COOTBETCTBHS MOOWIBHBIX YCTpPOMCTB
TpeboBanmsiM W Hanuuusi y omeparopa (obmamatenss WHGOPMAIMH) BO3MOXKHOCTH KOHTPOJIS
UCTIONIb30BAHUS MOOWIIBHBIX yCTPOMCTB.

44, KOHTpOJIB HCIIOJIb30BAHMS MOOUIbHBIX yCTpOfICTB JAOJIKCH OCYHICCTBIIATHCA B COOTBCTCTBUU C
BHYTPCHHUMHU CTaAHAAPTAMU U PCTJIAMCHTAMU 110 3alHUTC HH(bOpMaLII/IH.

45. Ilpyu NIpUMEHEHUH TOJIb30BATEISIMA MOOMIIBHBIX YCTPOWUCTB ISl 1OCTYTNa K WH(POPMAIIMOHHBIM
CUCTEMaM U CoJiepiKalieiics B HUX WH(POpPMAIlUU, HE CBA3aHHOTO C BBIIIOJHEHHEM MOJIb30BaTEIEM
cBoux oOOsi3aHHOCTEH ((yHKIMIA), B TOM YHCJIE HJIs JOCTyNa K OOmenocTynHoi wuHpopmaluu,
ormepatopoMm  (obnmamarenem  wHQOpMAMKM) JODKHBI ~ NPUHAMATBCS  MEPBl 1O  3alIUTe
MHGOPMAIIMOHHBIX CHUCTEM U coJepalieics B HHUX HHGOpPMalWMUd M, TpU HEOOXOJUMOCTH,
O6eCHe‘-II/IBaTLC$I 3al1iTa KaHAJIOB IICPCaavu NaHHbIX, UCIIOJIb3YCMbIX i1 OCYHICCTBIICHUSA NOCTYIIA.

46. IlocpencTBOM TMPOBENEHUS MEPONPHUATHNA IO OOECICYCHHUIO 3alUThl WHPOPMALUU IPU
yAaNeHHOM  JIOCTylleé  TMOoNib30BaTeneil  JOobKHA  OBITh UCKJIIOYEHa  BO3MOXKHOCTH
HECAHKIIMOHHPOBAHHOTO J0CTyNa (BO3IEHCTBHSA) K HHOOPMAITMOHHBIM CHCTEMAaM U COJepIKAIICHCs
B HUX MH(OPMAIUH, a TAKXKE K B3aUMOJICHCTBYIONIUM C HUIMHU ITPOrPaMMHO-AIIIapaTHBIM CPEJICTBAM
MOJIb30BaTENICH Yepe3 KaHaAbI ITepeiadrl JaHHBIX, HHTePEHCHI U TTOPTHI YIAIICHHO IMOIKITFOYaeMbIX
MPOTPaMMHO-AIIAPATHBIX CPEIICTB.

[Ipu ynaneHHOM AOCTYyIE MONb30BaTeie K HHPOPMAIIMOHHBIM CHCTEMaM M COJepIKalllelcsi B HUX
WH(POPMAIIMY B IEJISX BBITOJIHEHUS CBOMX OOsi3aHHOCTEH ((PYHKIHMIT) omepaTopoM (oOiamareniemMm
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uHbOpMalUK) JOJDKHBI TMPUHUMATHCS MeEpbhl MO 3ammre WHGOPMAIMOHHBIX CHUCTEM U
coJiepkalieiics B HUX HHpopManuu, oOecreuynBaThCs 3allUTa KaHAJIOB IMepeladyd JaHHBIX H
MpOrpaMMHO-aAIMAPaTHBIX CPEJCTB, C MCIOJb30BAHUEM KOTOPBIX OCYILECTBIACTCS YIAJICHHBIN
JIOCTYTl, HWCKIIOYAaThCS HECAHKUMOHUPOBAHHBIM  JOCTYN K  YJAJEHHO MOJKIIOYaeMOMY
MIPOrpaMMHO-aNNapaTHOMY CPEJCTBY MOJIb30BATENSL.

Y aaneHHbli TOCTYN MOJIb30BaTENIeH B LENSAX BBIOJHEHHUS CBOMX 00s3aHHOCTEH ((pyHKINIT) MOmKeH
OCYIIECTBIISATHCS C UCIOJB30BAHUEM MPOTrPaAaMMHO-AINAPATHBIX CPEJCTB, BbIIEICHHBIX ONEPaTOPOM
(obmamarenem wHGOpMaNMKM) ¥ COOTBETCTBYIOMMX TpeboBanusm. Ilo cormacoBanuio co
CTPYKTYPHBIM TOJpa3felieHueM (ChenuaiucTamM) IO 3alTe HHPOPMAUU JOMYyCKAeTCs
MIPEIOCTABJIEHUE YJAJIEHHOTO JOCTyna K MH(OPMAIlMOHHBIM CUCTEMaM C UCIOJIb30BaHUEM JINYHBIX
pOTrpaMMHO-aNIMapaTHBIX CPEJCTB I0JIb30BaTeNs omneparopa (obmazarens uHoOpManuu) mOpu
YCIOBUM TMPUMEHEHUs Uil YJAJICHHOTO JOCTyIa CepTHPHUIMPOBAHHBIX CPEICTB OOecreueHus
0e30macHOM JAUCTAHIIMOHHON paboThl <16>, CpenCcTB aHTUBHPYCHOM 3alllUTHI U HMHBIX CPEACTB
3aIUThl  MHGOPMAIUK, WCKIIOYAIONINX Yyrpo3bl 0e30MacHOCTH WHGOPMAIUH, CBS3aHHBIE C
Y/IaJCHHBIM JTOCTYTIOM.

<16> Ilpukaz ®CTIK Poccum ot 16 deBpans 2021 r. N 32 (3apeructpupoBan Muniocrom Poccun
15 uronst 2021 r., peructpanuonssiit N 63867).

YI[aJ'IeHHBII\/JI A0CTYyII MOJIb30BaTEIEeH K I/IH(l)OpMaIII/IOHHI)IM CUCTEMAaM B ICJISIX BBIIIOJIHEHUA CBOUX
o0si3aHHOCTEeW  ((DyHKUMH) JIOMKEH OCYIIECTBISATHCS C  HCIOJIB30BAaHHMEM CETel  CBsI3W,
pacnojiokKeHHbIX Ha TeppuTopun Poccuiickoit ®enepannu, MOCPEACTBOM IMPUMEHEHHUS CPEACTB
3alUTHl KaHalla epeaun JaHHbIX, U CTPOTON ayTeHTU(UKAIIUH TOJIh30BaTeNeH.

[Ipu ynaneHHOM AOCTYyIIE MONb30BaTeIe K MHPOPMAIMOHHBIM CUCTEMaM U COJIEpIKaIleicss B HUX
nH(OpMannu, HEe CBA3aHHOM C BBITIOJIHEHHEM I0JIL30BaTEIsIMA CBOMX OOsi3aHHOCTEH ((yHKIHiA), B
TOM 4YHCIIE TIpH JOCTyle K OOMIEAOCTYIMHON WH(pOpMAIK, omepaTopoM (obiagarenem
uHpOpMAlUK) JOJDKHBI TMPHUHUMATHCS MEpPhl MO 3amuTe HWHQOPMAIMOHHBIX CHUCTEM U
coJiepKanieiicss B HUX WHQPOpPMAIMHA W, TIPU HEOOXOJAMMOCTH, OOECTICUMBATHCS 3alliTa KaHAJIOB
nepeayyl TaHHbBIX, UCTIONB3YEMBIX JUIS OCYIIECTBICHUS YAAJICHHOTO JIOCTYIIA.

KoHnTpone ynameHHoro aocTymna mojb3oBaTelel K WHQOPMALMOHHBIM CHCTEMaM JIOJDKEH
OCYILIECTBIIATHCSI B COOTBETCTBHM C BHYTPEHHHMH CTaHAApPTaMU W PErJaMEHTaMH 110 3allIuTe
uHpOpMAaIHH.

47. TlocpencTBOM TMPOBEIEHUS MEPONPHUATUNA IO OOECIEYCHHUIO 3alUThl MHPOPMALUU TPU
OecIpOBOTHOM JIOCTYIIE MOJIb30BaTeNei K HH(POPMAITMOHHBIM CUCTEMaM JOJDKHA OBITh UCKITFOYCHA
BO3MOXHOCTh HECAHKIIMOHUPOBAHHOTO JOCTYMa (BO3IEHCTBUS) K MHPOPMAIIMOHHBIM CHUCTEMaM U
cofepkamieiicss B HUX HWH(DOpPMAIMKM 32 CUET HECAHKIMOHUPOBAHHOTO IOAKIIOYCHHS K TOYKAM
OecIpoBOTHOTO JOCTyIa M JOCTyNMa K OECIpPOBOTHBIM KaHajdaM Iepeayd JaHHBIX, IMOJIMCHBI
B3aMMO/ICHCTBYIOIIUX ¢ HUIMH IIPOTPAMMHO-AIMIAPATHBIX CPEACTB MJIH JIOCTYIIa K HUM.

[Ipu GecipoBOHOM JOCTYIIE TOJIL30BaTENIe K MHGOPMAIMOHHBIM CHCTEMaM M COJIEpKaIlencs B
HUX wWHOOpPMAIMM B TEJISX BBIMOJIHCHUS CBOMX OOs3aHHOCTEH ((QYHKIMH) OmepaTopom
(obnangareneM uH(pOpPMAIMK) TOKHBI MPUHUMATHCS MEPBI M0 3aIIUTe WH(HOPMAIIMOHHBIX CUCTEM U
coJiepKamnieiicss B HUX WHQOpMaIuK, 00ecreunBaThCs 3aliuTa OSCHpPOBOJHBIX KaHAJIOB Ieperadn
JAHHBIX ¥ TPOTPAMMHO-ANMNAPATHBIX CPEACTB, C HCIOJIb30BAHUEM KOTOPBIX OCYIIECTBIISCTCS
OecripoBogHOl noctyn. IlocpencTtBoM ¢opmupoBanuss KOH(UTypanuu u HACTPOEK, YpOBHEH
CHTHAJIOB TOYEK OECIPOBOIHOTO JIOCTYTA, HCIOJIB3YEMBIX JUIS TOAKIIOYCHHS MOJB30BaTEIeH K
MH(GOPMALIMOHHBIM CHCTEMaM B LENAX BBITOIHEHHsI CBOUX 00si3aHHOCTEH ((DYHKIUI), TOKHA OBITH



UCKIIIOYEHA BO3MOXKHOCTh TOJKIIOYEHHST K HUM JIMI, HE WMEKIIUX TMpaB JOCTyNa K
WH)OPMAIIMOHHBIM CHUCTEMaM. YKa3aHHbIE TOYKH OCCIPOBOJHOTO JOCTYIMA JIOJDKHBI OBITh
OJTHO3HAYHO WIACHTU(UIIMPOBAHEI B HH(POPMAITMOHHBIX CHCTEMaX, a TAKKe OMPEJIEICHB MeCTa MX
pa3MenIeHuUs.

Touku OecrpoBOJHOrO JOCTyNa M TOCTPOCHHBIE HAa MX OCHOBE OECIPOBOJHBIE CETH CBS3H,
UCTIONIb3yeMbIe Uil JOCTyIa IOJb30BaTeNell K MH(OPMAIIMOHHBIM CHUCTEMaM M COJEpIKalleics B
HUX WHGOPMAIMK B IEJAX BBIMOJHEHUS HUMH CBOMX OO0s3aHHOCTEH ((YHKIHI), MOJDKHBI OBITh
M30JIUPOBAHbI OT OECHPOBOIHBIX CETEW CBSI3M, MPEeIHA3HAYCHHBIX A nocTymna K cetu "MuTtepHer”
1 (wn) o0mmenocTynHol nHpopManuu onepartopa (odmagaresns HHPOPMAIIIH).

48. TlocpencTBOM TIPOBEACHHS MEPONMPHUATHNA TIO OOECIEUEHUI0 3alUThl HHPOPMAIMH TPU
NpeaAOCTAaBJICHUN TMPUBUIICTUPOBAHHOIO JOCTyIla JOJIKHA 6BITB HUCKJIFOYECHA BO3MOXHOCTbH
MOJTy4EHHUs] MPUBUIIETUPOBAHHOTO JOCTYMa K MHPOPMAIIMOHHBIM CUCTEMaM JIMIAMU, JJIsi KOTOPBIX
TaKOH ITOCTYI JOJDKEH OBITh MCKIIOYEH, a TaK)Ke WCIIOJIb30BAaHUS IMOBBIIICHHBIX IPAB JIOCTYTA C
HapyIIEHHEM BHYTPEHHHUX CTAHIAPTOB U PETIIAMEHTOB 10 3alluTe HHPOPMAITUH.

Jis mostyyeHusl NMPUBHIETHPOBAHHOIO JIOCTyHa JOJKHBI OBbITh CO3/1aHbl IMPHUBUIIETUPOBAHHBIC
y4eTHble 3amuc. lIpuBWIErMpOBaHHBIE YYETHBIE 3alUMCH JOJDKHBI HMMETh IIpaBa JOCTYIIA,
MUHUMAaJIbHO HEOOXOIUMBIE JIUIsl BBINIOJHEHHUS TIOJb30BATENIIMH  BO3JIOKEHHBIX HAa  HHUX
o0s13aHHOCTEH (PYHKIMIA), B COOTBETCTBUM C HPUHATHIMU B UH()OPMAILIMOHHBIX CUCTEMAX MOJAEIISAMHU
JocTyna mnojb3oBarenei. [IpuBuiiernpoBaHHele y4eTHBIE 3alMCH, UMEIOLIME IIpaBa 10 CO3AAHHIO
JPYTUX MPUBHJICTUPOBAHHBIX YUETHBIX 3aMUCEH, JOIKHBI ObITh MEPCOHU(DUIIMPOBAHHBIMH.

[TpuBHUIETUPOBAHHBIN 1OCTYN JOJHKEH OCYILECTBIATHCS ¢ IPUMEHEHUEM CTPOrol ayTeHTH(UKaLuy,
a B CIy4ae TEXHHYECKOH HEBO3MOXXKHOCTU MPHUMEHEHHs CTPOrod ayTeHTHU(UKALuu - C
MCTIOJIb30BAHNUEM YCHIIEHHOW MHOTO(aKTOPHON ayTeHTU(UKALIUH.

He nomyckaercss oObeMHEHHE B paMKax OJIHOM NMPUBUJICTUPOBAHHON YUETHOM 3aIllMCH WJIM OJTHOM
rpyNmbl MPUBUIETMPOBAHHBIX YUYETHBIX 3aIMCEN POJIEM MO CHUCTEMHOMY AJIMUHHUCTPUPOBAHUIO,
polieit 1o pa3paboTKe M TECTUPOBAHHUIO MPOrPAMMHBIX, IPOrPaMMHO-AMNNAPATHBIX CPEICTB, POJICi
aJIMHHHUCTPATOPOB 0€30MaCHOCTH.

HCI/ICHOJ'IBSyeMLIe MPUBUIICTUPOBAHHBIC YUCTHBIC 3aIIMCU JOJIPKHBI OBITh 336J'IOKI/IpOBaHBI " yJaJICHbI
B COOTBECTCTBUH C BHYTPCHHUMU CTaHAAPTAMHU U PCrIIaMCHTAMU I10 3allIUTC I/IH(i)OpMaHI/II/I.

BcTpoennble NMpUBHIIETHPOBAHHBIC YYETHBIC 3aIMCH JOJDKHBI OBITH OTKJIIOYCHBI WM, B CIIydae
HEBO3MOXHOCTH OTKJIFOYCHHUS, TEPEHMEHOBAHbI IIOCIIE 3aBEpPIICHUS HACTPOMKM M yCTaHOBKH
KOHQUrypaluif,  3aJaHHBIX  BHYTPEHHUMH  CTaHAapTamMd [0  3amMre  MH(pOpMaIMH.
AyteHTndukannonHas nHGpOpMays BCTPOCHHBIX NMPUBUICTHPOBAHHBIX YYETHBIX 3allUCEH TOJDKHA
ObITh M3MEHEHa B COOTBETCTBUM C BHYTPEHHMMH CTaHJApTaMHM W perjiaMEeHTaMHU [0 3alluTe
uHpOpMAIHH.

Bce naeiicTBHs MO JOCTYITy ITOJIB30BaTelie C HWCIOJIB30BAaHUEM IPHUBHICTHPOBAHHBIX YYETHBIX
3anucedl MoJUIekaT perucrpauu. KOHTposb HCIOJBb30BaHUSA TNPUBWIETMPOBAHHBIX YUETHBIX
3anucei JOJDKEH OCYIIECTBISATHCS B COOTBETCTBUU C BHYTPEHHUMU CTaHIApTaMU U PEriaMeHTaMu
10 3a1uTe HH(HOPMAIIUH.

49. MeponpusThs O OCYIISCTBICHHI0 MOHHTOPUHIa WH(POPMAIIMOHHOW O€30MaCHOCTH JIOJDKHBI
MpeayCcMaTpuBaTh COOpP NAHHBIX O COOBITHSX O€30MAaCHOCTH, UX 00pabOTKe W aHAM3e, a TaKKe
BBISIBJICHHE TPU3HAKOB peaIM3alMU yrpo3 Oe3omacHOCTH uHpopManuu Hu (WIK) HapyIIeHHHA
TpeOOBaHMI BHYTPEHHUX CTAaHAAPTOB M PETJIAMEHTOB IO 3aIuTe MH(pOpMarmu. MeponpusTus 1o
OCYIICCTBIICHUIO MOHHUTOPUHTa WH(OPMAIMOHHONH O€30TaCHOCTH JOJDKHBI IPOBOJUTHCS B



OTHOIICHWU BCEX HH(DPOPMAIMOHHBIX CHUCTEM, 3a HCKJIIOUEHHEM JOKAIBHBIX M HW30JIMPOBAHHBIX
MH(POPMAIIMOHHBIX CUCTEM, B KOTOPBIX JOJKEH 00SCIICUNBATHCS KOHTPOJIb JKYPHAIOB PErUCTPAIIUN
COOBITUI OE30IaCHOCTH.

MeponpusiTisi M0 MOHUTOPUHTY HH(OPMAIMOHHONW O€30MacHOCTH JIOJIKHBI OCYIIECTBISITHCS B
cooTtBeTcTBUU C paszaenamu 4 u 5 TOCT P 59547-2021.

B xome nmpoBeneHHMs ~ MOHUTOpPUHTa WHGOPMANMOHHOW  O€30MacHOCTH IS aHaIM3a
3a(pUKCUPOBAHHBIX COOBITHII OE€30MACHOCTH M BBISBIEHHBIX B HUX MPU3HAKOB peaIU3aluu
aKTyaJH)HI)IX yrp03 I[OHYCKaeTCﬂ HCIIOJIB30BAHUC I[OBCpeHHI)IX TCXHOJIOFI/Iﬁ I/ICKYCCTBGHHOI‘O
uHTEIIEKTa <17>.

<17> [MonnyHkr "n" myHkra 5 HanmoHaneHOM cTpaTeruu pa3BUTUSI HCKYCCTBEHHOTO MHTEIUIEKTA.

CtpykTypHOE TOApa3jeieHue (CHEeNUalnuCcThl) To 3ammre uHpopMmamuu omeparopa (obmamarens
uHpOpMAIMK) C MEPUOJAUYHOCTBIO U B CPOKH, YCTAHOBJIEHHBbIE BHYTPEHHUM pPErJIaMEHTOM II0
3amuTe WHGOPMAIMH, JTOJDKHO (IOJDKHBI) pa3paboTaTh U MPEICTABUTh PYKOBOJUTEIIO ONEpaTopa
(obnmanmatens uH(GOPMAINK), OTBETCTBEHHOMY JIMILY OTUET O pe3yJibTaTax MOHUTOPHHIA, KOTOPHIA B
TOM 4YHCJE JOJDKEH COJAEepXkaTh TUIBI COOBITHHM 0€30macHOCTH, OOHApy)KEHHbIE IO pPe3ysbTaTaMm
MOHHUTOPHHIA, U CBSI3aHHBIE C HUMHU KOMIBIOTEPHbIE MHIMJEHTHI (IPU UX HAJIUYMU), a TAKKe
PEeKOMEHJAIMK 10 WX aHauu3y W (W) ycTpaHeHuto. llociemHuii B TEKylIeM TOAY OTYET O
pe3ysibTaTax MOHUTOPUHIA WJIM UTOTOBBIM OTYET 3a TEKYIIUH rof (B cilydae ero pa3paboTKH) Mmociie
NpeJCTaBICHUS PYKOBOAUTENO onepaTopa (oOnagarens HH(pOpMalKn) HaIpaBisieTcs OnepaTopoM
(obnapmarenem uHdpopmanuu) B @CTIOK Poccum B 1ensx MOHUTOPUHTA TEKYIIETO COCTOSHUS
TEeXHUYECKOH 3aIIuThl HHpopManuu <18>.

<18> Ilonmyskr 6(1) nmynkra 8 [Tonoxenust o ®PCTIK Poccun.

50. Meponpusitusi 1mo pa3paboTke Oe30MacHOTO IMPOrpPaMMHOIO OOEeCHeYeHUs! JIOJDKHBI OBITH
HaNpaBJICHbl HAa TNPEAOTBPALICHUE TMOSIBICHUS, BBISABICHHE U YCTpaHEHHE YSA3BHUMOCTEH B
pa3pabaTbiBaeMOM omeparopoM (oOnagareneM HHGOpPMAIMK) MPOrPaMMHOM  OOECIIEYEeHHUHU.
Meponpustus no pa3paboTke 0e30macHOTO MPOTrPaMMHOTO OOECIeUeHHs MPOBOASATCS B Cllydae
OCYIIECTBIIEHUsI omeparopoM (oOmamareneM HWHGOPMAIMKM) CaMOCTOSATEIbHOW  pa3palOTKH
IPOTrpaMMHOr0 00ecrieYeHus], MPUMEHIEMOro B MH(POPMALIMOHHBIX CUCTEMAX.

B cinyuae camocTosiTenbHOM pa3paboTKu oneparopoM (obsanaresieM MHPOPMAIH) TPOrPaMMHOTO
oOecrieueHus, MPEIHA3HAYEHHOTO Ul HMCIOJb30BaHUA B HMH(POPMAIMOHHBIX CHUCTEMaX, JOJDKHEI
OBITH peaT30BaHbl MEphI, NpexycMoTpeHHble pazaenamu 4 u 5 T'OCT P 56939-2024.

B ciydae npuBneuenus oneparopom (obsamareneM HHGOpPMANUKN) Ui pa3pabOTKH MPOrPaMMHOTO
obecriedeHusi MOAPSAHON OpraHu3alMyd MO PELICHUI0 PYKOBOAMTENS (OTBETCTBEHHOTO JIMLA) B
TEXHUYECKOE 3aJlaHue Ha pa3pabOTKy MPOrpaMMHOI0 OOECIEeYeHHUsT MOTYT OBbITh BKJIFOUEHBI
TpeboBaHus 1O pa3paboTke 0e30MacHOTO MporpaMmMHOro odecrneueHuss B coorBercTBuu ¢ [OCT P
56939-2024.

51. TlocpencTBoM mMpoOBEIEHUS MEPONPHUATHNH 1O  oOecreueHruto  (PU3NYECKOW  3alUThI
WHPOPMAIIMOHHBIX CHCTEM JIOJDKHA OBITh HCKIIOYEHAa BO3MOXHOCTh HECAaHKIIMOHHUPOBAHHOTO
(Gu3MYEeCKOT0 JocTynma K MpOrpaMMHO-aMMapaTHBIM CpeACTBaM OOpaOOTKU U XpaHCHHS
uHpOpMaIHH.

@u3nyeckuil T0OCTym K MPOrpaMMHO-ANIapaTHBIM —CPEICTBaM HMH(POPMAIMOHHBIX CHCTEM,
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NpeJHa3HaYeHHbIM JUIsI 00paOOTKM M XpaHEHUs HMH(OpMaluH, IOJDKEH OBbITh INPEeI0CTaBIICH
MOJIb30BATENSIM, KOTOPBIM YKa3aHHBIA JOCTYN HEOOXOIUM JJIsl BHITIOJIHEHUS BO3JIOKEHHBIX HA HUX
obsi3anHOCTEe  ((yHKImMit). [IporpamMMmHoO-ammapaTHble CpeacTBa HMHPOPMAIMOHHBIX CHCTEM,
npeJHa3HaYeHHbIE Ul XpaHeHHUs HH(GOPMAIMH, JOKHBI ObITh YCTaHOBIICHBI B TIOMEIIEHUX (30HaX
noMenieHui, mkagax, QyTispax, Kopiycax), HECAaHKIIMOHMPOBAHHBIA (DU3WYECKHH JOCTyH B
KOTOpPBIE TOJIKEH OBITh MCKJIFOUEH.

Kontponps ¢usndeckoro 10cTyma K IporpaMMHO-aNIIapaTHBIM CPEICTBaM OOpaOOTKH M XpaHEHUS
MHpOpPMAIMM OrPaHUYEHHOTrO JocTyna W (WIKM) B IOMEUICHUS (30HBI MOMEIIEHUH, IKadbl,
GyTasphl, KOpIyca), B KOTOPbIX OHU YCTAaHOBJIEHBI, JIOJDKEH OCYIIECTBISITBCS B COOTBETCTBHM C
BHYTPEHHUMU PErJIaMEHTaMU 110 3aIluTe HHPOPMALHH.

CopeMHbBIE MAaIlINnHHBIC HOCUTCIIN I/IHCI)OpMaI_[I/II/I, Pa3pCIICHHBIC JUISL HUCITIOJIb30BAHUA B
WHPOPMAIIMOHHBIX CUCTEMaX, MOJICKAT YUYETy U KOHTPOJIIO MCIIOJb30BaHus. B mH(OpMaIMOHHBIX
CHCTEMax JOJDKHBI HCIIOJb30BaThCS ChEMHBbIC MAIIMHHBIC HOCHUTEIH WH()OpPMAIIWH, BbIIaBaCMbIC
orepatopom (obnmamarenem wunHpopmarmu). B cioyuae oOHapyXeHHs TMOJB30BaTEIEM ChEMHOTO
MAIIUHHOTO HOCHTENS WH(POpMAIMK, MPUHAUICKHOCTh KOTOPOTO WM BIaaelblla KOTOPOTO
YCTAaHOBUTh HE YAaJ0Ch, TaKOM CHEMHBIH MAIIMHHBI HOCUTEIb WH(POPMAIMU JIOJKEH OBITh
nepenaH B CTPYKTYPHOE TOJpa3jielieHue (ClenuaiucTaM) Mo 3aliuTe MHPOPMALUK Ul aHaIH3a
colepkalieiicss Ha HeM WH(QOpMaluh, NpOrpaMM H TPU HEOOXOJUMOCTH JajJbHEHIIETo
yHnuTOXeHus. [loakiouenne oOHapyKEHHOTO ChEMHOI'O MAIIMHHOTO HOCUTENs MH(OpMAalUH K
UH(POPMAIIMOHHBIM CUCTEMaM 3aIiperacTcs.

52.  IlocpencTtBoM  MpOBEAEHUS ~ MEPONPHUSATHH MO  OOECIEYEeHHIO  HENPEPHIBHOCTH
(GYHKIIMOHMPOBAHUS HMH(POPMALMOHHBIX CHCTEM IPU BO3HHUKHOBEHHMH HEIITATHBIX CHUTYaIUi
JIOJIKHA OBbITh OOecreueHa BO3MOXKHOCTh BOCCTAHOBIEHHS BBIMOMHEHUS (yHKUIMN (MIPOLIECCOB,
BHJIOB Pab0T) HH(DOPMAIMOHHBIX CHCTEM, JUISI KOTOPBIX OrneparopoM (oOsiamaTesieM HHPOPMAITUH)
YCTAaHOBJIEHBI TpPeOOBaHUS K HEMPEPHIBHOMY pEXUMY (YHKIMOHMPOBaHHS (Janee - 3HAuYMMbIe
byHKIIMU), B Tpeaesiax HHTEPBAJIOB BPEMEHHM BOCCTAHOBJICHHUS, YCTAHOBIEHHBIX BHYTPEHHUMH
CTaHJapTaMH U perjlaMeHTaMu 1O 3aiuTe HH(pOopMalUu.

53. HWnTtepBasibl BpeMEHH BOCCTAHOBICHHS (YHKIMOHUPOBAHUS HH(POPMALMOHHBIX CHUCTEM, HUX
CETMEHTOB, BBIMOJIHAIOUIMX 3HAaYMMble (YHKLMHU, YCTaHABIMBAIOTCA omepaTopoM (oOnajgareneM
WHpOpPMAIMK) B COOTBETCTBHMHM C aKTaMM, Ha OCHOBAaHUHM KOTOPBIX OCYIIECTBISIETCS CO3/IaHUE,
SKCIUTyaTaluss MHQOPMALMOHHBIX CHCTEM, WIM TpeOoBaHUAMHU oOnazatens uHpoOpMalUud B
3aBUCUMOCTM OT 3HAYUMOCTM (YHKUMH JUIsi oOecneueHust €ero JAeATeNbHOCTH, KJacCOB
3alIMIICHHOCTH HH(GOPMAIMOHHBIX CHCTEM, YCTAHABJIMBAEMBIX orepaTopoM (olsagarenem
MH(OpPMAIIMK) B COOTBETCTBUH C MPHIIOKEeHHEM K TpeOoBaHUSIM, U TOJIKHBI COCTABIISTH!

Ui MHGOPMAIMOHHBIX CHUCTeM | Kiacca 3allMIIEHHOCTH - He Oojee 24 YacoB C MOMEHTa
oOHapy KeHHs HapylIeHUs! (yHKIIMOHUPOBAHUS;

JUIs “HGOPMAIMOHHBIX CHUCTEM 2 Kjacca 3alllMIIeHHOCTH - He Oosee 7 KaJeHAApHBIX JHEH C
MOMEHTa OOHapY>KeHUsI HapylIeHUs (PyHKIIMOHUPOBAHUS;

Ui MHGOPMAIMOHHBIX CHUCTEM 3 KJjlacca 3allMIIEHHOCTH - He Oonee 4 HeJenb C MOMEHTa
OOHapy>KeHHs HapyIIeHUs] (YHKIMOHUPOBAHHUS.

54. IlporpamMHbIe, TPOrpaMMHO-aIapaTHbIE CPEJICTBA, MO3BOJISIONINE OOCCIICUUTh BBITIOJHEHUE
3HAUUMBIX (YHKUUMH, JOMKHBI OBITh pa3BEepHYTHl B OTKAa30yCTOWYMBOM KOH(Urypamuu,
00eCreYnBaKONICi BOCCTAHOBJICHHUE BBITIOJHCHUS 3HAYMMBIX (YHKIMIA B  yCTAHOBJICHHBIH
orepaTopoM (oOiiamateneM WH(GOPMAIMKM) BO BHYTPEHHUX CTAHJAPTax W PErjaMeHTax IO 3aIluTe



uH(pOPMAIIMK UHTEPBAJI BPEMEHH BOCCTAHOBIICHHS.
55. Oneparopom (obmagarenemM HHPOPMAIIIH) JOIKHO OBITH 00ECTICUYEHO:

CO3JIaHHEe JTOCTATOYHOT'O KOJHMYECTBA PE3EPBHBIX KOMUN MPOTPAMMHBIX, IPOTPAMMHO-AIIIAPaTHBIX
CPeACTB M UX KOH(UTryparuid, 06eCcreurnBalOIMX BBIIOIHEHNUE 3HAYMMBIX (DYHKIUHM, HEOOXOIUMBIX
JUIs BOCCTaHOBJIEHHS BBINOJIHEHUS 3HAYUMBIX (YHKIMM B YCTAHOBJIEHHBIH BO BHYTPEHHHUX
CTaHJAapTax M perjaMeHTax MO 3amuTe HWHPOPMAIMK HHTEPBAJl BPEMEHHM BOCCTAHOBJICHHS, H
NEPUOINYECKOE TECTUPOBAHHUE TAKUX CPEACTB Ha pab0OTOCIIOCOOHOCTH;

CO3/laHHE JOCTATOYHOTO KOJMYECTBA PE3epPBHBIX KOMUil HHPOpMaIMU, HEOOXOIAUMOM s
oOecrieueHUsT BBINTOJIHCHUS 3HAYUMBIX (YHKIOWH, a TakkKe WX XpaHEeHHEe Ha Pa3HbIX THUIAX
MalIMHHBIX ~ HocuTedel  uHpopMmanmuu B MecTaX,  O0OecleyHBAIOIMIMX  HUCKIIIOUEHUE
HECaHKLIMOHUPOBAHHBIN JOCTYM K PEe3epPBHBIM KOMUAM HH(OpMaLIUK.

[leproaYHOCT PE3EPBHOrO KOMUPOBAHUS, KOJHUYECTBO, THUIBI HOCHUTEIEH, MeCTa XpaHEHHUs
pPE3epBHBIX KOMUNH W YPOBEHb KPUTUYHOCTU PE3EPBUPYEMOM HHPOPMALUK ONPEIENSIOTCS BO
BHYTPEHHUX CTaHJApTax M perijamMeHTax Mo 3aiuTe HHpopMaIum.

Omnepatop (o6nanatens MHPOPMALMU) TOHKEH MPOBOJIUTH NEPUOJUUECKHE, HO HE PEXEe OJHOTO
pasa B JBa roja, MpPOBEpPKH, B TOM yuciie B (OpMe TPEHUPOBOK, BOBMOKHOCTH BOCCTAHOBJICHUS
BBIMIOJIHEHUSI 3HAYMMBIX (YHKIMH C HCIOJNH30BAHMEM PE3ePBHBIX KOMUH MPOTPaMMHBIX,
IpOrpaMMHO-aNNapaTHbIX CPEACTB U HMH(POpMALUKM, HEOOXOOUMON JUIsi HUX BBIOJHEHUS, C
MpUBJICYEHHEM pPaOOTHUKOB, 3aJ€MICTBOBAHHBIX B TMPOBEICHUU pabdOT MO BOCCTAHOBIICHUIO
GyHKIMOHUPOBAHUSI MTHPOPMAIIIOHHBIX CUCTEM.

B cnyuae npoBeaeHus MEpONPUSTHI MO BOCCTAHOBIEHUIO ()YHKIIMOHUPOBAHUS WH(OPMAIIMOHHBIX
CUCTEM, UX CETMEHTOB, BBIIIOJIHSAIOIIUX 3HAYUMble (PYHKIIMHU, C IPEBBIIICHUEM HUHTEPBAJIOB BPEMEHU
WX BOCCTAaHOBJICHHS JIOJDKHA O0OECIICYMBATHCSI BO3MOXKHOCTH BBITIOJHEHHUS IOJI30BATEISIMHU
3HaYUMBIX (YHKIUH, B TOM 4YHUCIE€ B HEABTOMATU3UPOBAHHOM PEXKHUME, B COOTBETCTBUU C
BHYTPEHHUMU PErjaMeHTaMH MO 3alluTe UHpOpMaIiH.

56. MeponpusiTust 1O TOBBIIICHWIO YPOBHSA 3HAaHWM W HMH(OOPMHUPOBAHHOCTH TMOJb30BaTEIEH
MH(POPMAIIMOHHBIX CUCTEM IO BOIIPOCAM 3aIUThl HH(POPMAIIMH JOKHBI BKIIOYATh:

a) JIOBEJICHUE 10 TOJIb30BaTelNeH NH(POPMAIIMOHHBIX MAaTEPUAJIOB, B TOM 4YHUCIIe B (popMe MamsTOK,
OaHHEpOB, OYKIJIETOB, TIO aKTyaJbHBIM BOIIPOCAM 3alUTHI HH(POPMAIHH;

0) poBeeHNE JEKIH, CEeMHHAPOB, 00YYaIOIIUX UTP 110 BOIIPOCAM 3aIUThl HH()OPMaIUH;

B) TMPOBEJCHHWE WMHTAIMOHHBIX PACCBUIOK DJEKTPOHHBIX IHMCEM Ha CIIy)KeOHbIE ajpeca
AJIEKTPOHHOM MOYTHI, UHBIE CIIy>KEOHbIE CPEJICTBA KOMMYHHUKAIUHI C HENbI0 OLEHKH YCTOWYMBOCTH
II0JIb30BAaTEIIEH K METOJaM COLMAIIBHOW MHKCHEPHH,

I') MPOBEJICHUE TPESHUPOBOK C IOJI30BATEISIMU TIO IMPAKTHYECKOH OTPabOTKE MEPONPHUATHHA I10
3anTe MHPOPMaIH, IPEyCMOTPEHHBIX BHYTPEHHUMH PErJIaMEHTaMU TI0 3aIluTe HHPOopMaluu, 1
(hOpMHUPOBAHHIO HABBIKOB T10 3aIUTE UHPOPMAIIUH.

57. IlpumensemMsie onepaTopoM (obmamaTesieM HHPOPMAIIMK) CITOCOOBI MTOBHIIIEHUS] YPOBHS 3HAHUI
MOJIb30BaTENe MO BOMpOcaM 3alluThl MHPOpPMALMK, NEPUOJUYHOCTE U (POPMBI OLIEHKH YPOBHS
3HAHWH JIOJDKHBI OMPEIENSAThCS BO BHYTPEHHHUX perjaMeHTax o 3ammre uHpopmarmu. OreHkKa
YPOBHSI 3HAHWI JTOJKHA MTPOBOIUTHLCS HE PEKE OJHOTO pa3a B TP Toja WIH TOCIEe KOMIBIOTEPHOTO
WMHIUJICHTA, MPOU3OMICAIero y omeparopa (obmamarens unbopmanuu). s moms3oBaTeneid, y
KOTOPBIX OTCYTCTBYIOT 3HAHHS IO BOIPOCAM 3alIUThI HH(OpPMAIMH, TODKHO OBITh OpPraHU30BaHO



MOBTOPHOE MPOXOXKIEHHE 00yUJaIOMKX KypCOB IO BOIIPOCAM 3aIUThl HHPOpMaIUu.

58. TlocpencTBoMm MpOBEACHUS MEPONPUATHH TO 3amuTe WHGOPMAIMK TIPH B3aUMOICHCTBUU
orepatopa (obnamarens WHGOPMAIIMU) C MOAPSTHBIMU OPTraHU3AIUSAMU JIOJDKHA OBITh MCKITIOYCHA
BO3MOYXHOCTh HECAaHKIIMOHHPOBAHHOTO JIOCTyIa WJIM BO3JEHCTBUI HAa MH(POPMAIIMOHHBIE CHUCTEMBI
U CcoIepXkallylocss B HHUX HHPOpPMAIMIO Yepe3 B3auMOCHCTBYIOLME C WHGOPMAIMOHHBIMU
CUCTCMaMHU IMpPOrpaMMHO-alIapaTHbIC CPCACTBA NOAPAAHBIX opraHH3au1/1ﬁ WM KaHaJlbl nepcaavdu
JaHHBIX M UHTepdeWchl, HUCHOJb3yeMble JJIs JOCTyNa MOAPSOHBIX OpraHu3aluid K
MH(GOPMALIMOHHBIM CUCTEMAaM.

Omneparopom (obnanatenem UHGOPMAIMKN) B OTHOIICHUU MOAPSTHON OpPraHU3AIUH JOKHBI OBITh
YCTaHOBJICHBI TPeOOBaHUS MO 00ECMIEYSHUIO 3Tl MH(POPMAIIUU, K KOTOPOH MOTy4YeH JOCTYTI.

He pomyckaercss komupoBaHWE TOAPSAIHBIMH OpraHU3alMsMUA WHPOpPMALMU, K KOTOPOH UM
MPEIOCTaBIICH JOCTYI, €CIM TaKoe KOMUPOBAaHHWE HE MPEIyCMOTPEHO B JOKYMEHTax orepaTropa
(ob6mamarenss wHpOpPMAIMK), HA OCHOBAHWU KOTOPBIX MOJAPSIHBIM OpPraHU3aIlMsAM MPEIOCTaBIICH
JOCTYTI K MHPOPMAIIMOHHBIM CHCTEMaM.

B uHpopManmMoHHBIX CcHCTEMax, OTIAENbHBIX MPOrpaMMHO-AMMAPATHBIX CPEACTBAX MOAPSTHBIX
OpraHu3alyii, B KOTOPBIX OCYIIECTBIITIOTCS 00pabOTKa W XpaHEHHE IOJYYeHHOW B pe3yJIbTaTe
MpeaOCTaBJICHHOTO JOCTYyIIa HHq)OpMaIII/II/I, JOJI?KHBI OBITH IMPUHATBI MCPEI 110 3alIUTC HH(i)OpMaHI/II/I.
CocraB uHbpoOpMaIUK, LEIH €€ 3alUThl U KIACCHI 3alUIIEHHOCTH, B COOTBETCTBUU C KOTOPHIMH
MOJPSTHBIMUA  OPTaHU3AIUSAMHU  JIOJDKHBI OBITh TPUHATHI MEpPHl 10 3alluTe WHPOpPMAIHUU BO
B3aMMO/ICHCTBYIOMNX HH(DOPMAIIMOHHBIX CUCTEMaX, YCTAHABIUBAIOTCS OMepaTopoM (obiagarenem
uHbopMannuK) Ha OCHOBaHMM TpeOoBaHUil BO BHYTPEHHHMX CTaHAApPTaX M PErIaMEeHTax IO 3alluTe
nH(pOpMaIuu.

Pa3paborka (pa3ButHe) u (WJIM) TECTUPOBAHWE MPOTPAMMHOTO OOECIICUYCHUsS TOJPSTHBIMHU
OpTaHU3aIMsIMH HEMOCPEICTBEHHO B AKCIUTyaTHPYEMBIX WH(OPMAIMOHHBIX CHCTEMax OIeparopa
(obmamarens uHbopManuu) He Aomyckaercs. s mpoBeaeHus paboT mo pa3paboTke (pa3BUTHIO) U
(MM) TECTUPOBAHUIO MPOrPAMMHOI0O oOecredeHus: pabOTHUKAM IMOJIPSIIHBIX OpraHU3alUi J0JKEeH
OBITh TPEIOCTABIICH JOCTYI K BBIJCIICHHBIM JUTSl MTPOBEACHUS TAaKMX PaOOT CTEHAaM Pa3pabOTKH H
(uM)  TECTHpPOBAaHUS, KOTOPbIE JIOJMKHBI  OBITh  HM30JMPOBAHBI  OT  AKCIUTyaTUPYEMBIX
MH(POPMAIIMOHHBIX cucTeM onepaTtopa (obsanarens uHpopmanuu). KoHTposb gocTyna moapsiiHbIxX
OpraHM3alMii K CTeHJaM pa3paboTKu (pa3BUTH) U (WIH) TECTUPOBAHUS JIOJHKEH OCYIIECTBISITHCS B
COOTBETCTBUU C BHYTPEHHUMH PErjaMeHTaMH I10 3alluTe UHPOPMAIIH.

59. IlocpencTBoM MNpPOBEACHHUS MEPONPUATUN IO OPraHM3alUd WM TPOBEACHHUIO 3aIIUTHI OT
KOMIIbIOTEPHBIX aTaK, HalpaBIECHHBIX Ha OTKa3 B OOCIYKMBaHWHU, JOJDKHA OBITh HCKIIFOUEHA
BO3MOKHOCTh OJIOKMPOBaHMSI aBTOPU30BAHHBIM IIOJIb30BATENIsIM JOCTYNa K HWH(POPMAIMOHHBIM
cucreMaM U (MIM) cojepxkauieiics B HHMX HMH(GOpPMAaIMM BCIEICTBHE HECAHKLMOHUPOBAHHBIX
BO3/ICUCTBHUI Ha MHTEp(QEIChl, TOPThI, CEPBUCH], K KOTOPBIM JIOJIKEH ObITh 00eCieueH MOCTOSIHHBIH
noctyn u3 cetu "MHTepHeT".

Omneparopom (oOmamatenieM wuHMOpPMAIMK) JOHKHO OBITh O0O0ECIIEYCHO B3aMMOJCHCTBHE C
rOCYy/IapCTBEHHOW CHUCTEMOW OOHApYXKEHHS, NPEIyNpPEekKICHUS U JUKBUIAIMU TIOCIEACTBUN
KOMIILIOTEPHBIX aTak Ha uHopManuoHHble pecypcbl Poccuiickoit ®enepanmu, a Takxke
B33PIMOI[CI>‘ICTBH€ B aBTOMATHU3UPOBAHHOM PECKHUME C HGHTPOM MOHHUTOPHHI'a 1 YIIPABJICHUA CCTHIO
CBSI3H OOIIETO IT0JIb30BaHMs <19>.

<19> Ilynkr 5 Ilomoxenus o lleHTpe MOHUTOPWMHTa U YIPaBIEHUS CETHIO CBSA3H OOIIEro
MOJIb30BAHMS, YTBEPXKIACHHOTO Tpuka3oM Pockomuam3opa ot 31 wmroms 2019 r. N 225



(3apeructpupoBan Muntocrom Poccun 22 Hos6ps 2019 1., peructpaumonnsiii N 56583), c
W3MCHCHUSMHM, BHECEHHBIMH Tpuka3oM PockomHam3opa ot 24 ampens 2024 r. N 73
(3apeructpupoBan Muntoctom Poccuu 6 utonst 2024 r., perucrpannonnsiii N 78486).

MeponpusiTisi, NpPeAyCMOTPEHHbIE HACTOSIIMM  IYHKTOM, JOJDKHBI ~ OCYLIECTBISITBCA  C
IMPUBJICHCHUCM HpOBﬁfII[CpOB XOCTHUHI'a HUJIN opraHmaum‘/’I, MpeaoCTaBHAIOIUX YCIYTHU CBA3U, WA
OpraHM3aliii, OKAa3bIBAIOIIMX YCIYTH IO KOHTPOJIO, (PUIbTpalUW U OJOKUPOBAHUIO CETEBBIX
3alpocoB, OO0JIATAIONIMX MPU3HAKAMHM KOMITBIOTEPHBIX aTaK, HalpaBJICHHBIX HAa OTKa3 B
oOciyxuBaHuu. [IporpaMmMHo-anmnapaTHbie CPECTBA, UCTIOIb3yeMbIe U KOHTPOJS, GUIbTPAIIH 1
OJIOKMPOBAHUS CETEBBIX 3alPOCOB, O0JAAAIOIIMX NPU3HAKAMH aTaK, HAlPaBJICHHBIX Ha OTKa3 B
o0cy>KMBaHUH, JOJHKHBI OBITH PACIIONIOKEHBI Ha TeppuTopun Poccuiickoit deneparuu.

Obecneuenne noctynHoctu u3 cetu "MHTepHer" MHTepdelcoB M cepBUCOB HMH(OPMALMOHHBIX
CHCTEM, MOJUIeXkKAIUX 3aIIUTE OT KOMIIBIOTEPHBIX aTaK, HalPaBJIEHHBIX HA OTKA3 B 0OCIYMBAaHUH,
JIOJDKHO OCYILECTBIIATHCS B COOTBETCTBHU C BHYTPEHHUMH PETJIaMeHTaMU 10 3aluTe HH(pOopMaIu
IO COIJIACOBAHUIO CO CTPYKTYPHBIM IOJpa3/eeHUueM (CIeUualucTaMM) Mo 3alure MH(OpMaluu
1OCJI€ MPUHATHUS MEP MO0 KOHTPOJIIO U (PUIBTPALUM UCXOAIIEr0 U BXOAALIEr0 CETEBOro Tpaduka B
COOTBETCTBUHU C MEpeYHeM pecypcoB cetu "MHTepHeT", ¢ KOTOPhIMH MOXKET B3aUMOJICHCTBOBATh
MHQOpPMAIIMOHHAs CHCTEMA, BKJIIOYAIOIIUM MCXOSIIMI M BXOMALIMIA CETEeBbIE IOTOKH, HX
XapaKTEePUCTUKU U UCIIOJIb3YEMbIE IPOTOKOJIBL.

60. IlocpencTBoM MpOBEIAECHUS MEPONPUATHH IO OOECIEYEHUI0 3alUThl HHPOpPMAlLUU IpU
WCTIOJIB30BaHUH IS (DYHKIIMOHUPOBAHUS MH()OPMAIIMOHHBIX CHCTEM HCKYCCTBEHHOTO MHTEIUIEKTA
<20> nmomkHa ObITH OOecreyeHa BO3MOXKHOCTh HCKIIIOYEHHS HECAHKIMOHMPOBAHHOIO JIOCTYMNa K
uHpOpMallMM WIM BO3JIEHCTBMA Ha MH(OPMAIMOHHBIE CHUCTEMBl, HECAHKLIMOHUPOBAHHOIO
pactipocTpaHeHuss U Moau(UKauuu HHGOPMAIMU, a TAK)KE HCIOIB30BAHUS HH(POPMAIMOHHBIX
CHCTEM HE M0 MX Ha3HAYCHMIO 3a CYET BO3JCHCTBUSA Ha HAOOpBl NaHHBIX <21>, mpuUMeHseMble
MOJIeIM HUCKYCCTBEHHOI'O HHTE/IeKTa <22> ¥ UX mapameTpsl <23>, mpouecchl U CEpBUCHI IO
00paboTKe JaHHBIX M MOUCKY pelIeHui <24>.

<20> [MoxnyHkT "a" myHkTa 5 HanlmoHaneHOM CTpaTeru pa3BUTHs HCKYCCTBEHHOT'O WHTEIUICKTA.
<21> [MoxnyHkT "n" myHkTa 5 HanpoHansHOM CTpaTeruu pa3BUTHS UCKYCCTBEHHOTO MHTEIIEKTA.

<22> [MoxnyHkt "p" myHkTa 5 HanuoHanIbHON CTpaTeruy pa3BUTHSA UCKYCCTBEHHOTO MHTEIUIEKTA.

<23> [NoanyHkT "1" myHkTa 5 HanuoHaneHOM cTpaTeruu pa3BUTHsSI HCKYCCTBEHHOI'O MHTEJUIEKTA.

<24> TlomnyHkT "a" nyHkTa 5 HarmoHanpbHOW CTpAaTervy Pa3BUTHS UCKYCCTBEHHOTO MHTEIIICKTA.

He nomyckaercs mnepemaua muiy, pa3paboTaBIIEMy MOJENIb HCKYCCTBEHHOIO HHTEIIEKTa,
MHpOpPMAIMK OTPAaHMYCHHOTO JOCTyIa, COAEpKallelcs B MHPOPMAIUMOHHBIX CHUCTEMaX, B TOM
qHcyIe U yaydiieHus: GyHKIMOHUPOBAHUS MOJCTH UCKYCCTBEHHOT'O MHTEIIJICKTA.

61. Ilpu B3auMOACHCTBUU TOJI30BATEJCH B IIENAX BBIMOJHEHUS HMH CBOUX OOS3aHHOCTEH
(ynkumit) ¢ cepBUCaMH Ha OCHOBE HMCKYCCTBEHHOTO WHTEIUIEKTA ITOCPEICTBOM HAIPABIICHHS
3arpoca U MoJy4eHHUsl OTBETA JTOJIKHBI ObITh:

a) MpU B3aUMOJICHCTBUU B (popMare CTporo 3aJaHHBIX IIAO0JOHOB 3aIIPOCOB U OTBETOB:

oTpeJiesieHbl MabIOHBI 3aPOCOB MOJB30BATENICH, HANIPABIISIEMBIX B UCKYCCTBEHHBIN MHTEIUIEKT,
o0ecreyeH KOHTPOJIb COOTBETCTBHSI 3aIIPOCOB YCTAHOBJICHHBIM I1A0JIOHAM;
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OIpeJIeJIeHbI MA0IOHBI OTBETOB UCKYCCTBEHHOT'O MHTEIUICKTA U 00ECIIEYCH KOHTPOJIb COOTBETCTBHS
OTBETOB YCTAaHOBJIEHHBIM orepaTopoM (oOmanateneM nHGOpMaIiK) MmadlIoHaM;

0) mpu B3auMoieicTBUU B (hopMaTe CBOOOIHOI TEKCTOBOM (JOPMBI 3aIPOCOB U OTBETOB:

OIPCACIICHbI [JIA HAIIPABJISICMBIX B I/ICKyCCTBCHHBIﬁ HHTCJUICKT 3aIllpOCOB MOJIb30BaTeIeH
JOIMYCTUMBIC TCMATHKU U obecrnieucH KOHTPOJIb COOTBECTCTBUA 3aIIPOCOB JOIIYCTUMBIM TCMATHUKAM ;

omnpezeeHbl (OpMaThl OTBETOB HMCKYCCTBCHHOI'O HMHTEIUIEKTA B COOTBETCTBUHU C JIOIYCTUMBIMH
TEMaTUKaMH H O0ECHEYeH KOHTPOJb COOTBETCTBHUSI OTBETOB YCTAaHOBJICHHBIM OIEPaTOPOM
(obnmamatenem uHpopmanmn) GpopMatam U JOMYCTHMBIM TEMaTHKaM;

B) pa3paboTaHbl CTaTUCTHUYECKHE KPUTEPUM Ui BBIIBICHHUS HEJIOCTOBEPHBIX OTBETOB
HCKYCCTBEHHOI'O MHTEJUIEKTA JUIsl TOCIIEAYIOIEero coopa 1 aHaIu3a HeI0OCTOBEPHBIX OTBETOB;

r) oOecredyeHo peardupoBaHHE Ha HEJAOCTOBEPHBIE OTBETHI HCKYCCTBEHHOTO HWHTEIJIEKTa
MOCPEJICTBOM OTpPaHUYCHHsI 00JIACTU TMPUHUMAEMBIX peImIeHud W (W) peanu3anuu (QyHKIUN
HH(bOpM&LII/IOHHOﬁ CHUCTCMbI Ha OCHOBC HCJOCTOBCPHBIX OTBCTOB NCKYCCTBCHHOI'O MHTCJIJICKTA.

[Tpu ucnonb30BaHWU B HHPOPMALIMOHHBIX CUCTEMAX MCKYCCTBEHHOT'O MHTEJUIEKTA WIIM CEPBUCOB Ha
OCHOBE MCKYCCTBEHHOI'O HMHTEIUIEKTa JOJDKHO OBITh MCKIIIOUEHO HEPErIaMEeHTHPOBAHHOE BIIMSHUE
UCKYCCTBEHHOI'O HHTEJUIEKTa Ha MapaMeTpbl MOJEIN MCKYCCTBEHHOI'O WHTE/UIEKTa U Ha
(YHKIIMOHMPOBAaHUE UH(POPMALIMOHHBIX CUCTEM.

HeHOCpeI[CTBeHHO B COCTaB I/IH(bOpMaI_[I/IOHHLIX CUCTEM JIOJIKHBI BKJIFOUATHCA OOBCPCHHBLIC
TCXHOJIOTUU UCKYCCTBCHHOI'O MHTCJJIICKTA <25> WM UX KOMITIOHEHTHI.

<25> [loanyHkT "I" myHkTa 5 HanmoHanbHOM CTpaTeruu pa3BUTUSL UCKYCCTBEHHOTO MHTEIJIEKTA.

62. MeponpusTisi 1O peanu3zallid B HWHPOPMALMOHHBIX CHCTEMax Mep M0 HUX 3alluTe Hu
coJieprKalieicss B HUX WH(GOPMAIIUU JTOJDKHBI BKITFOYATh:

1) peammsamuio 0a30BBIX Mep 3alIUTHl MH()OPMAIMOHHBIX CHUCTEM H COJEpXKAlleiics B HHX
HH(bOpMaL[I/II/I COOTBCTCTBYIOIIUX KJIACCOB  3alIUMIICHHOCTH, YCTAHABJIIMBACMbBIX OIICPATOPOM
(obmamaTenem uHpOpPMAIINN);

2) apanramuio 0a30BBIX Mep 3aluThl HHGOPMAIMOHHBIX CHCTEM M COJEpXKAIICHCs B HHUX
uHpOpPMAIMM TPUMEHHUTEIBHO K apXUTEKType HWHPOPMAIMOHHBIX CHUCTEM, MPHUMEHSIEMbIM
MH(POPMAIIMOHHBIM TEXHOJIOTHSM, OCOOCHHOCTSIM ()yHKIIHOHHUPOBAHUS MH)OPMAITMOHHBIX CHCTEM;

3) BepudUKaIMIO aJaNTUPOBAHHBIX 0a30BBIX MEp 3aIIUThl HWHPOPMAIMOHHBIX CHUCTEM U
coJiepKalieicss B HUX MH(GOPMAIIMU B COOTBETCTBUU C aKTyaJbHBIMH YTPO3aMHU M BO3MOXKHOCTSIMH
HapyIIUTeNel, UX JONOJHEHUE U (W) yCUTICHHE.

63. B wuHpOpMaIMOHHBIX CHCTEMaxX MJOJDKHBI OBbITh pealn30BaHbl ClIEAyIomue 0a30BbIE MEpHI
3alMTHl UH(POPMAIIMOHHBIX CUCTEM M COZICPIKAIICHCs B HUX MH(DOPMAIUH:

a) UACHTU(PUKALUS U ayTeHTU(DUKALINS,
0) ynpaBieHHE TOCTYIIOM;
B) PETrUCTpalns COObITHI 0€30IaCHOCTH;

T') 3aIUTa BUPTYAJTU3ANNHA B OOJTa9HBIX BBIUUCICHUN <26>;
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<26> HoanyskT "u" myHkra 4 Crpareruu pa3BuTHs HH(pOpMAIMOHHOTO olIiecTBa B Poccuiickoil
®enepaunn Ha 2017 - 2030 romsl, yrBepxkacHHOW Yka3oMm lIpesnnenta Poccuiickoit denepanuu ot
9 mas 2017 r. N 203.

JT) 3alIUTa TEXHOJOTHI KOHTEHHEPHBIX CPEJl U UX OpKecTpauu <27>;

<27> Ilynakr 3.10 mammonampHOrO crangapta Poccuiickoit @enepaumn ['OCT P 70860-2023
"Undopmanmonnsie TexHojoruu. OOnaynble BblyncieHus. OOLmMe TEXHOIOTUH U METOAbI",
YTBEPKICHHOTO U BBEJICHHOTO B JielicTBHE Tprka3oM ['occranmapra ot 28 asrycra 2023 r. N 700-cT
(M., ®I'bY "Uucturyt crangapruzauun”, 2023).

€) 3alMTa CepPBUCOB NEKTPOHHOM MOYTHI;

) 3aIUTa BEO-TEXHOJIOTHI;

3) 3aIIUTa MPOrPaMMHBIX HHTEP(EHCOB B3aNMOICHCTBHS IPUIIOKECHUH;
1) 3allUTa KOHEYHBIX YCTPOICTB;

K) 3aIIUTa MOOUJIbHBIX YCTPONUCTB;

J1) 3aI1UTa TEXHOJOTUM UHTEpHETa Beleh <28>;

<28> HoanyskT "B" myHkTa 4 CtpaTeruu pas3BuTus HH(GOpPMAIMOHHOTO obmecTBa B Poccuiickoil
®enepaunu Ha 2017 - 2030 romsl, yrBepxkacHHOW Yka3oMm lIpesnnenta Poccuiickoit denepanuu ot
9 mas 2017 r. N 203.

M) 3aIIUTa TOUeK OECIPOBOIHOIO J0CTYIIA;

H) aHTUBHUPYCHAs 3aIlUTa;

0) OOHapyXEHHUE U TIPEIOTBpAIICHUE BTOPKCHUA Ha CETEBOM YPOBHE;

I1) CETMEHTAIUS i MEKCETEBOE IKPAaHUPOBAHUE;

p) 3aIIuTa OT KOMIIBIOTEPHBIX aTaK, HANIPABIEHHBIX HA OTKA3 B 00OCITY)KUBaHUY;
C) 3alllMTa KaHAJIOB IePelaui JaHHBIX M CETEBOTO B3aUMOJICHUCTBUS.

64. Peanuzanus Mep 1o 3amuTe UHGOPMAIIMOHHBIX CHUCTEM M CoJeprKalleicss B HUX HMH(OpMaIuH,
NOJUIeXKAIME peaau3aluy, J0JDKHAa o0ecredyuBaTh 3allUTy OT HapyLIUTeNled cO CeIyHOLUMU
YPOBHSIMH BO3MO>KHOCTEH:

B MH(GOPMAIIMOHHBIX CHUCTEMax 3 Kjacca 3allMIEHHOCTH - OT HapyluTeneld ¢ 6a30BBIM YpPOBHEM
BO3MOKHOCTEI;

B MH()OPMAIMOHHBIX CHCTEMax 2 Kjacca 3allWIIeHHOCTH - OT HapyIIMTENEH C TOBBIIICHHBIM
YPOBHEM BO3MOKHOCTEH;

B MH(OPMAIIMOHHBIX cucTeMax | Kiacca 3allMIIEHHOCTH - OT HapylIUTeNleld ¢ BBICOKMM YPOBHEM
BO3MOKHOCTEM.

Omneparopom (obmamarenemM wHPpOpPMAIMHM) MOXKET OBITh MPUHSATO PEIICHHE O NMPUMEHCHHH Mep
3alUThl HTHOOPMAIIMOHHBIX CHCTEM U COJCPIKAIICHCs B HUX WH(POPMAILIMU OT HApyIIUTENeH ¢ Oosee
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BBICOKMM YPOBHEM BO3MOKHOCTEM.

65. C 1enpro MOATBEPKACHUS JOCTATOYHOCTH MPUHATHIX MEp 3aIIUTHl HHYOPMAIMOHHBIX CUCTEM U
coJepkamieiicss B HUX WHPOpMAIMK A0 Hadaia oO0paboTKM W (WiIM) XpaHeHUs MHPOpMaluu B
roCyJJapCTBEHHBIX MH(POPMAIMOHHBIX CUCTEMaX JOJDKHA OBITh MPOBE/AEHA MX arrecTanus <29> Ha
cooTBeTcTBUE TpeboBaHMSM B COOTBETCTBUU C IIOpSAAKOM OpraHM3alii M MPOBEACHUS PadOT 1O
arTecTalmi OOBEKTOB MH(OpMATH3AIMK HAa COOTBETCTBHE TPEOOBAHMSAM O 3aIuTe MH(DOpMAIUH
OTPaHWYEHHOTO JOCTYIAa, HE COCTABIAIONIEH IOCYAapCTBEHHYIO TaifHy, YTBEPXKICHHBIM IPHKA30M
®CTIK Poccum ot 29 anpens 2021 r. N 77 <30>.

<29> lMoamysnkt 13(3) mynkTa 8 [Nonoxenust o ®CTIK Poccun.
<30> 3apeructpupoBad Muntoctom Poccun 10 aBrycra 2021 r., peructpanmonnsiii N 64589.

Pemenne 0 HEOOXOIMMOCTH aTTECTAllMM HWHBIX HH(POPMALMOHHBIX CHCTEM TOCYAapCTBEHHBIX
OpPraHoOB, TOCYJapCTBEHHBIX YHUTApHbIX MPEANPUATUN, TOCYJApCTBEHHBIX  YUYPEKICHUN
NPUHUMAETCs PYKOBOJIUTENIEM oreparopa (obmaaaresis HHPOpPMAILKHK), OTBETCTBEHHBIM JIMLIOM.

66. MeponpuaTus 10 KOHTPOJIO YPOBHS 3alIUIICHHOCTH WH(GOPMAIUH, COJIEpKaIlecs B
WHOOPMALIMOHHBIX ~ CHCTEMaxX, JOJKHBI OOECHeurMBaTh BKIIOUEHHE TMPOBEICHUS  OICHKU
BO3MOJKHOCTEH HapymieHus: 0e30macHOCTH uHpopManuu U (WiIM) HapymeHusT (YHKIIMOHUPOBAHUS
WH(POPMAIIMOHHBIX CUCTEM BHEIIHUMH U BHYTPEHHUMH HAPYIIATEIIIMU.

KoHTpons ypoBHS 3aluieHHOCTH WH(pOpMAIMU JIOMKEH TPOBOAUTHCS B COOTBETCTBUU C
BHYTPEHHUMH pErjaMeHTaMU IO 3alure WHGOpMAlUU OJHUM WM COBOKYITHOCTHIO CIIEIYIOIIHUX
METO/IOB:

a) aBTOMaTU3UPOBAHHOE U (WJIM) PYyYHOE BBISBJICHUE YA3BUMOCTEH HH(OPMAIIMOHHBIX CHCTEM C
MOCHEAYIOMEH SKCIEPTHOM OIEHKOW BO3MOXXHOCTH MX HCIOJIb30BaHUS HapYIIUTEIEM IS
HapylleHuss — Oe3omacHocTH  MHpopManmMu W (WIM)  HapywleHus  (YHKIHMOHUPOBAHMS
MH(POPMAIIMOHHBIX CUCTEM;

0) BbISIBJICHHE HECAHKIIMOHUPOBAHHBIX MOIKIIOYEHUHN YCTPOICTB K MH(GOPMAITMOHHBIM CHCTEMAaM;

B) TECTHpPOBaHUE HH(POPMAIIMOHHBIX CUCTEM ITyTEM MOJICIHUPOBAHUS PeaTH3allii aKTyalbHBIX YIPO3
C IEIBIO OIICHKH BO3MOKHOCTEH HECAHKIIMOHUPOBAHHOTO JOCTyNMa K HUM (BO3JICHCTBHA HA HHX)
NN TIOBBIIICHUS HpI/IBI/IJIeI‘I/Iﬁ HpI/I peaJII/ISOBaHHBIX MepOHpI/ISITI/ISIX nu Mean II0 3alIuTe
MH(POPMAIIMOHHBIX CUCTEM U COJEpIKaIeics B HUX WH(POpMAITHH;

I') MPOBEACHUE B COOTBETCTBHM C TUIAHOM TPEHHPOBOK IO OTpabOTKEe pabOTHUKAMHU oOleparopa
(obnamatenss wH(pOpManuu) HEHCTBHI MO OOECTIEYEHMIO YPOBHS 3alUIIEHHOCTH HH(OpMaLuu,
coJiep Kamieiicsi B ”HPOPMAIIMOHHBIX CHCTEMaxX, B YCIOBUSIX PEATH3AlNH aKTYaIbHBIX YTPO3.

67. KoHTponb ypOBHS 3alUIIEHHOCTH WH(GOPMAILIUU J0JKEH MPOBOJIUTHCS HE PEKe OJHOrO pas3a B
TPH TOJla WJIM TIOCJIE€ KOMMBIOTEPHOTO HWHIMICHTA, MPOM3OMIEAINIEro y omepartopa (oOmamaTens
uHpopmanur). MeTonbl KOHTPOJIS yYPOBHS 3alIMIEHHOCTH HH(POPMAIUH U MEPUOJUYHOCTH €Tro
MIPOBE/ICHUS OIIPENENIAIOTCS oneparopoM (obsagareneM HHPOPMALIMK) BO BHYTPEHHEM pETaMeHTe.

[To pe3ynbraTtam TpOBEICHUS KOHTPOJS YPOBHS 3aIUIICHHOCTH HH(OpPMAIMU pa3padaThIBaeTCs
OTYCT, KOTOpBII\/'I MNOANUCHIBACTCA JIMIIaMH, I[MPOBOAHWBIIMMU KOHTPOJIb. Otuer JOJI?KEH 6BIT]:
NPEJCTaBICH B TeUeHHE 3 padOuyMX JHEH ¢ JaThl 3aBEPIICHUS KOHTPOJISI YPOBHS 3allUIIEHHOCTH
nHPOPMAIIMK PYKOBOJTUTEIIO oreparopa (obnamarens WHPOPMAIK), OTBETCTBCHHOMY JIHILY JIJIS
MPUHATHS TIPU HEOOXOJAMMOCTH PEIICHHUs] PYKOBOJAUTENSI orepartopa (oOsnamatens uHGOpPMAIH) O
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BBIJICTICHUN PECYpCOB C IENbI0 TOBBIIMICHUS YpPOBHS 3aluileHHOCTH uHGopManuu. OTuer
Harpasysiercs oreparopom (obnamgarenem uHbopmarmn) B PCTOK Poccun B Tedenune 5 padoumx
IIHeﬁ C AaThbl 3aBCPIICHUA KOHTPOJIA YPOBHA 3alIUIICHHOCTH I/IH(l)OpMaHI/H/I B IOCIIX MOHUTOPUHIA
TEKYHICTO COCTOAHUSA TEXHUYECKOU 3alIUThI I/IH(bOpMaHI/II/I.

68. Meporpustus U Mepbl 10 3aiure uHpopManuu, npeaycMoTpeHHble TpeOoBaHUSIMU, JTOTKHBI
peaM30BEIBATLCS OlepaTopoM (obnagareneM WH(DOPMAIMK) C HCIIOJB30BAHUEM METOIMYSCKHIX
nokyMentoB @CTIK Poccun.

69. IIpu OTCYTCTBUM BO3MOXXHOCTH PEATTU3AIlUU OTIEIbHBIX MEPONPUATHH W (WIH) IPUHATHS Mep
mo 3ammre WHGOpPMAlMKM B COOTBETCTBUM ¢ TpeboBaHusAMU orepaTopoMm (obrmamarenem
nH(opManun) TOHKHBI OBITH pa3paboTaHbl U BHEAPEHBI KOMIICHCHUPYIOMIUE MEPHI, MO3BOJISIONTHE
obecrieunTh OJIOKMpOBaHME (HEUTpaNM3alMI0) aKTyalbHBIX yrpo3. llpm 3TOM omepaTopom
(obmagareneM uHGpOpPMAIIMU) TOMKHO OBITh OOOCHOBAHO MPHUMEHEHHE KOMIEHCHPYIOIIUX MEp Ha
JTamne co3faHus WH(GOPMAIMOHHBIX CHCTEM, a MpPH aTTeCTali WH()OPMAIMOHHBIX CHCTEM -
noATBepkaeHa X 3((PEeKTUBHOCTD AJisi OIOKUPOBaHUS (HEHTpanu3alyu) akTyalbHbIX YIPO3.

70. TexHuueckue Mepbl MO 3amMTe HMHGOPMALMU JIOJKHBI HPUHUMATHCS HAa amlapaTHOM,
CHUCTEMHOM, IPHUKJIAJHOM YpPOBHSX, a Takke B HH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON
MHPPACTPYKType Npu ee Hanuuuu. Ha anmapaTHOM M CHCTEMHOM YpPOBHAX 3aluTa HMH(DOpMaIUH
JIOJDKHA 00ecreuuBaThCsl MOCPEICTBOM IMPUMEHEHHsI BCTPOEHHBIX B ammapaTHoe oOecrneueHue u
CHCTEMHOE NPOrpaMMHOE o0ecredeHne CpeCTB 3aluThl HHpopmanuu. Ha npukiaaHoMm U cereBoM
(MH(QPACTPYKTYpPHOM) YpPOBHAX 3aliuTa HMHGOpPMAlMU JOJDKHA 00ecleYnBaThCs NPUMEHEHUEM
BCTPOCHHBIX B TPHUKJIAIHOE MPOrpaMMHOE OOECleYeHrne CPEICTB 3aIIUThl WHGOpMAIH U (WIIN)
IPUMEHEHHEM HaJIO)KEHHBIX U CETEBBIX CPEACTB 3aIlUThl HHPOPMALIUH.

71. Jns 3ammrbl MHGOPMALUKM OJKHBI NPUMEHATHCS CepTHU(PUUUPOBAHHBIE CPEACTBA 3alIUTHI
WHPOpPMAIIMM B COOTBETCTBHHM C WHCTPYKIMsAMH (TIpaBWJIaMH) 10 UX OKCIDTyaTallWy,
YCTaHOBJIEHHBIMU pa3pa0OTYMKaMU B SKCIUTyaTallMOHHOW JoKyMeHTalmu. [Ipumensembie cpeacTpa
3alUThl MHQOPMALMKM JOJKHBI ObITh OOECIEYEeHbl CO CTOPOHBI UX Pa3pabOTUMKOB MOIJICPKKOU
O0e3omacHocTH Ha TeppuTopuu Poccuiickoit ®enepanuu, BKIOYas BBHITYCK W TNPHUMEHEHHUE
OOHOBJICHHH MPOrpaMMHOIO  O0ecredyeHusi, OOeCHeyuBaIOIIUX YCTPAHEHHE  BbISBICHHBIX
ySI3BUMOCTEH, IE(PEKTOB U HEIOCTATKOB.

CpencTBa 3amuThl HHGOPMAIMH JTOJHKHBI IPUMEHSATHCS ¢ COOIOCHNUEM 3alPETOB, YCTaHOBICHHBIX
nyHktom 6 VYkasza Ilpesugenta Poccuiickoit @enepamun or 1 mas 2022 r. N 250 "O
JIOTIOJTHUTENBHBIX Mepax 1Mo ofecrieueHHo HH(poOpManMoHHON Oe3omacHocT  Poccuiickoit
Oepnepauun’.

72.  llpumensiemble  CepTU(UIMPOBAHHBIE  CPEACTBA  3alIUTHl  MHPOPMAIUU  JOJKHBI
COOTBETCTBOBATH:

JUIs 3aIUThl MH(QOPMAIMOHHBIX CHCTEM | Kilacca 3alMIIEHHOCTH - HE HIDKE 4eM 4 Kiaccy 3alluThl
U YpOBHIO JioBepus <31>;

<31> Ilyskr 2, noanyHkT 13(1) mynkTa 8 ITonoxenus o ®CTIOK Poccum.

JUIS 3aIIUTHl MH)OPMAIIMOHHBIX CHCTEM 2 Kilacca 3allMIICHHOCTH - HE HIDKE YeM 5 Kiaccy 3alluThl
Y YPOBHIO JIOBEPHS;

JUISL 3aIUThl MH(GOPMAILIMOHHBIX CUCTEM 3 Kjlacca 3alUIEHHOCTH - 6 KIAcCy 3alllUThl U YPOBHIO
JIOBEPHSL.



73. Ha cragusix »KM3HEHHOTO LIMKJIa TOCYJapCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEM MEpHI IO 3alUTe
MH(pOpMAaIMK JOKHBI IPUHUMATBCS 3aKa3YMKaMH, OIIepaTOpaMy B COOTBETCTBUU ¢ TpeboBaHUAMU
K TIOPSIAKY CO3JIaHMsl, Pa3BUTHS, BBOJIA B SKCILIYaTallMIO, SKCIUTyaTallui U BbIBOJA U3 HKCILTyaTalluu
roCyJJapCTBEHHBIX MH()OPMAIIMOHHBIX CUCTEM U JAJIbHEHIIEro XpaHeHUs coAeprkallencs B ux 06azax
JAHHBIX WH(OPMAIMH, YTBEPKICHHBIMH MTocTaHoBleHHeM [IpaBurenscTBa Poccuiickoit denepanun
or 6 mrons 2015 r. N 676, Ha cTaausAX *KU3HEHHOTO LMKJIA MHBIX MH(OPMAIMOHHBIX CHCTEM - B
COOTBETCTBUU C pazjienoM 5 HauuoHanbHOro crannapra Poccuiickoit ®enepamuu ['OCT P
51583-2014 "3ammuta wunHpopmanuu. Ilopsgok co3gaHuss aBTOMATHU3MPOBAHHBIX CHUCTEM B
3alIMIIEHHOM HucrnonHeHun. OOue TpeOoBaHUsA.", YTBEPXKIEHHOIO M BBEJICHHOIO B JEHCTBUE
npuka3oM Poccrannapra ot 28 suBaps 2014 r. N 3-ct (M., ®I'YII "Crangaptundopm”, 2014).

Ipunooscenue

Kk Tpebosanusam o 3auume ungopmayuu,
cooepoicawerics 8 20Cy0apCmeeHHbIX
UHGDOPMAYUOHHBIX CUCTeMAaxX, UHbIX
UHGDOPMAYUOHHBIX CUCIEMAX 20CYOAPCMBEHHbIX
0p2aH08, 20CY0aAPCMEEHHbIX YHUMAPHBIX
npeonpusmuil, 20Cy0apCmeeHHulX YupercOeHUl,
ymeepotcoeHnvim npuxazom PCTIK Poccuu

om 11 anpena 2025 2. N 117

TPEBOBAHUS K OIIPEAEJIEHNIO KJTIACCA
SAIINMIMEHHOCTU UHOOPMAIIMOHHOU CUCTEMbI

1. Omepatopom (obmamgareneM WHGOPMAINMK) YCTAHABIUBAIOTCA TPH Kiacca 3allUICHHOCTH
MH(POPMAIIMOHHBIX CHCTEM, ONPEACIAIONINEe YPOBHM 3allMIIEHHOCTH COACp)KaIIeHcs B HUX
uHpOpMAaIHH.

Camplii HHM3KMI KJacC - TpETUH, caMbld BBICOKMH - mepBbid. Kiacc 3amumieHHOCTH
nHbOpMAIMOHHOW cucTeMbI (TIepBbId Kiace (nanee - K1), Bropoit kinace (manee - K2), tperwmii kinace
(manee - K3) ompenensiercs B 3aBUCUMOCTH OT YPOBHS 3Ha4MMOCTH HHpopMmaimu (manee - Y3),
oOpabaTeiBaeMoii B 3TON HH(GOPMAIIMOHHON crcTeMe, U MaciiTada HH(GOPMAIIMOHHON CUCTEMBI.

2. YpoBeHb 3HAUMMOCTH HMH(OpPMAIUH OMpPEIENseTCs B 3aBHCUMOCTH OT CTENEHH BO3MOXKHBIX
HEraTUBHBIX TocieacTBuil (ymepba) ans obnamatens wuHbopmanmu W (WIM) omepaTropa OT
HapyIIeHUsT KOHPHUICHIIMATHHOCTH (HEMPaBOMEpPHBIE JOCTYII, KOMMPOBAHUE, TPEIOCTABICHUE U
pacrpocTpaHeHHe), IeTOCTHOCTH (HENpaBOMEpPHbIE YHUYTOXKEHHE WM MOAUDUIIMPOBAHME) WU
JIOCTYITHOCTU (HempaBoMepHoe OiiokupoBaHue) uHpopmanuu. HeraruBueie nocnenctsust (yuiepo)
OTIPENIENIAIOTCS B TOM YHCJIE Ha OCHOBE IEPEYHs HETaTHUBHBIX TOCIE/ICTBUI, BKIIOYEHHBIX B OaHK
JTaHHBIX yrpo3 6e3onacHoctu nHpopmamu @CTIOK Poccum.


https://normativ.kontur.ru/document?moduleid=1&documentid=491581#h35
https://normativ.kontur.ru/document?moduleid=9&documentid=252836#h157

CreneHb BO3MOXHOIO yIiepOa ormpenensercs obOnaaatesieM HWHGOpMAIMU WX  ONEpaTOpOM
(obmanmarenemM nHpOpMAIIMK) B COOTBETCTBHH ¢ Tabmuiei 1:

Tabmuma 1

CreneHb BO3MOXKHOTO y1iepoa Bo3mokHBIH yiIepd OT HapyIIeHUs
6e3omnacHocT UHMOpPMAIMU U (HIIN)
(YHKIIMOHHPOBAHUST WHPOPMATMOHHOM
CHCTEMBI

Bricokas Bo3MOKHBI CylIeCTBEHHbIE HETaTUBHBIE
IMOCJIC/ICTBHUS B COITMANTLHOM, IMOTUTHICCKOM,
MEKITYHAPOAHOM, DKOHOMUYECKOM,
(bMHAHCOBOM MJIM MHBIX 00JACTSIX
NesTeaIbHOCTH U (MIH) UHPOPMaLMOHHAS
crcTeMa u (WIH) onepaTop, o0IaaaTelb
MH(pOPMAIMK HE MOTYT BBITIOJIHATh
BO3JI0)KEHHBIE HA HUX (DyHKIIUH

Cpennss B0o3MOKHBI yMEpPEHHbIE HETAaTUBHbBIE
IMOCJIEICTBUS B COIIMANILHOM, MOJIUTUYCCKOM,
MEKTyHAPOIHOU, SKOHOMHUECKOM,
(bMHAHCOBOW WJIM MHBIX 00JIACTAX
MesITeIbHOCTH U (M) UHPOPMAaLMOHHAS
cucTema U (WIn) orepaTop, oonagarTens
MH(DOpMaIUKA HE MOT'YT BBITIOJTHITH XOTS OBI
0JTHY 13 BO3JIO)KEHHBIX Ha HUX (YHKIUH
Huzkast Bo3MO>KHBI HE3HAUUTEIbHbIE HETaTUBHbBIE
MOCJE/ICTBUS B COLIMATIBHOM, MOJTUTHYECKOM,
MEKTyHAPOJHOU, SKOHOMHUYECKOM,
(bMHAHCOBOM MJIM MHBIX 00JIaCTIX
NesTeIbHOCTH U (MIH) UHPOPMAaLMOHHAS
crcteMa | (WIH) orepaTop, o0IaaaTelb
MH(GOPMAIIMK MOTYT BBITIOJIHSTh
BO3JIO’KEHHBIE HA HUX (DYHKITUH C
HE0CTaTOYHOM 3 (HEKTUBHOCTHIO WITH
BBITIOJTHEHUE (PYHKITNI BOBMOYKHO TOJBKO €
MPUBJICUYCHUEM JOMOJHUTEIbHBIX CHII U
CpeICTB

3. Beicokuil ypoBeHb 3HaUYUMOCTH (najee - Y3 1) moiDKeH YCTaHABJIMBATHCS, €CJIM XOTsI ObI NSt
OTHOTO W3 CBOWCTB Oe3omacHOCTH UWHPoOpManuu (KOH(OUICHIIMATBLHOCTH, IIEJIOCTHOCTH,
JIOCTYITHOCTH) OTIpeieJieHa BBICOKAsl CTETICHb yIIepoa.

Cpenuuii ypoBeHb 3HAYUMOCTH (j1aniee - Y3 2) N0KEeH YCTaHaBIMBATHCS, €CJIM XOTS OBl JUIsl OJTHOTO
U3 CBOWMCTB Oe3omacHOCTH WHGOpMaNUU (KOH(DHUIESHIIMAIBHOCTH, IEIOCTHOCTH, IOCTYITHOCTH)
orpejeNieHa CpedHsisl CTeNeHb yuiepda M HEeT HU OJHOTO CBOWCTBA, JUIA KOTOPOTO OIpenaeseHa



BBICOKAsI CTETICHB yIepoa.

Huskuit ypoBens 3HaunMocTu (nanee - Y3 3) AOKEH YCTaHABIMBATHCS, €CIIU JJIsl BCEX CBOMCTB
0e3onacHoctr wHpopMaruK (KOH(PHUIESHIIMAIBHOCTH, IEJIOCTHOCTH, JOCTYITHOCTH) OTIPEICIICHBI
HU3KHE CTETeHHU yIepoa.

4. lns undopmanmy, KOTopas OTHECEHA K MH(OpMAallMd OTPAaHUYEHHOTO PACIPOCTPAHEHUS U IJIS
HOCHUTEJIE KOTOPOW YCTAaHOBJIEHA OrpaHMYWTENbHAs MOMETKa "M CIIy>)kKeOHOTO IMOJIb30BaHUA",
JIOJDKEH OBITh ycTaHoBJIeH Y3 1.

5. Ilpu oOpaboTke B HHGOpPMAIMOHHOM cHcTeMe ABYX M Oosiee BUIOB HHpopMmammu Y3
OTIpeNIeNIAeTCSl OTACNBHO JUIA Kaknoro Buaa wH(opmarmu. WrtoroBerii Y3, oOpabaTeiBaeMoii B
MH(POPMALIMOHHOI cHCTeMe, yCTaHABIMBAETCS MO HAWBBICIIMM 3HAYEHUSIM CTENEHH BO3MOXKHOTO
yiep0a, ONpeneNeHHbIM s KOH(QUACHIMAIbHOCTH, IEIOCTHOCTH, AOCTYHMHOCTH HH(pOpMAaLUU
Ka)KI0TO BUIa HHPOPMAIIUH.

6. Jlns mHDOpPMAITMOHHONW CHCTEMBI JODKEH OBITh omnpeseseH ¢enepaibHbId MaciiTad, eclid OHa
MpeaHa3HayeHa [JIs PelIeHus 3a/1ad Ha Bcel Teppuropun Poccuiickor @eaepauuy Wik B peaenax
IBYX H Oonee cyObekToB Poccuiickoii @eneparu.

Jns madopmManmoHHOM CHCTEMBl JOJKEH OBITh OMpENesieH PEerHoHajbHBIA MaciiTad, €clid OHa
MpelHa3HavyeHa JUIsl pelieHus 3a7a4 B mpeaenax ogHoro cyowrekra Poccuiickoit deneparuu.

Jnst mHGOPMAITMOHHON CHCTEMBI JOJDKEH OBITh OIpeleieH OOBEKTOBBIM MacmTad, eciau oOHa
MpeAHa3HadYeHa I pelieHus 3aJad B Ipeaenax o0bekTa (00BEKTOB) OIHOTO TOCYAapCTBEHHOTO
opraHa, MyHHIIMTIIAIILHOTO 00pa30BaHusl, OpraHU3aInH.

7. Knacc 3anumeHHoCcTd HHPOPMAITMOHHOW CUCTEMBI ONIPEACIISETCS B COOTBETCTBUM C TAOIHIICH 2:

Tabnuma 2

v3 Macmtab nHhOpMaITMOHHONW CUCTEMBI
DenepanbHbIi PernonanbHb1i OOBEKTOBBIH
V31 K1 K1 K1
V32 K1 K2 K2
Y33 K2 K3 K3
8. Kiaccel 3ammmieHHOCTH WHQPOPMAIIMOHHBIX  CHCTEM, (YHKIIMOHUPYIONIMX Ha 0Oase

UH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON HH(PACTPYKTyphl, HE JOJDKHBI OBbITH BBILIE Kilacca
3alIMIICHHOCTH 3TON MH(POPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHON HHDPACTPYKTYPHL.

9. Jomyckaercsi MpUCBOEHUE OTIEJIbHBIM CETMEHTaM MH(POPMAIMOHHON CUCTEMBI pa3HbIX KJIACCOB
3alIMIICHHOCTH. B 3TOM cimyyae Mepbl mo 3amuTe HH(OpMAIMM CErMEHTOB HH(OPMAIMOHHOM
CHUCTEMBbl U COJEpXKallelcss B HUX HH(GOpPMALUM JOJDKHBI INPUHUMAThCS B COOTBETCTBUHU C
IPUCBOCHHBIMU UM KJIACCAMH 3aLUILIEHHOCTH.

10. PesynbraThl KiaccupUKanuu OGOPMISIOTCS aKTOM, KOTOPBIA YTBEP)KIACTCS OMNEPaTOPOM
(o6mamareneM wmHpOpManuu). AKT KiIacCH(UKAIMK JODKEH COJIEp)KaThb HAaMMEHOBaHHWE
KJIACCU(UITUPYEMOH CHCTEMbI U CETMEHTOB MH(OPMAIMOHHON CHCTEMbI IPH WX HAIWYHH, Y3 HIU



Y3 B cermeHtax WHGOPMAIMOHHON CHUCTEMBl MPU HMX HAJIMYWK, MacmTad HHPOPMAIMOHHOMN
CHCTEMBI U (MJIM) CErMEHTOB MH(OPMAIMOHHOW CHCTEMBI TPU WX HAJIWYWH, TPHUCBOCHHBIN Kiacc
3alIMIICHHOCTH MH()OPMAIMOHHOW CHUCTEME WIIM CeTMEHTaM WH(POPMALMOHHOW CHCTEMBI MPH UX
Hanmnuuu. Jlomyckaercss opopMIIeHHE €IWHOTO aKTa KiIacCU(pUKAIMA HAa HECKOJIbKO CErMEHTOB
MH()OPMAIIMOHHOM CUCTEMBI OJTHOTO orepaTopa (o6magaresnst HHGOPMAIIHH).

11. Knacc 3amumieHHOCTH WH(POPMALMOHHONW CHUCTEMBI (CETMEHTOB MH(MOPMAIMOHHON CHCTEMBI)
HOJISKUT TIEPECMOTPY TPH HM3MEHEHHH Macimradba HH()OPMAIMOHHOW CHUCTEMBI (CErMEHTOB
MH(POPMAIIMOHHON CHUCTEMBbI) WJIM 3HAYUMOCTH CoJepKalleiicss B Heil mHpopManuu (B cerMeHrax
MH(POPMAIIMOHHOMN CHCTEMBI).



